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(54) Recording and reproducing system, recording apparatus and reproducing apparatus having 
copy protection function 



(57) A system comprising a recording apparatus for 
recording record information onto a recording medium 
as digital data and a reproducing apparatus for reading 
the record information 1rom the recording medium and 
outputtingthe read record information in order to repro- 
duce the record information recorded on the recording 
medium, is provided. The record information includes: 
image information which represents an image or a pic- 
ture; a first identification information which represents 
any one of never copy, one copy and copy free; and a 
second identification information which represents any 
one of at least the never copy and the one copy The 
never copy indicates that copying of the record informa- 



tion is prohibited. The one copy indicates that the cop- 
ying of the record information is permitted only once. 
The copy free indicates that the copying of the record 
information is permitted. The recording apparatus con- 
trols recording the record information on the basis of the 
first identification information and the second identifica- 
tion information. The recording apparatus determines 
on the basis of the first identification information and the 
second identification information whether or not the 
record information is to be encrypted. The reproducing 
apparatus controls outputting the record information on 
the basis of the first identification information and of 
whether the record information has been encrypted or 
not. 
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Description 

BACKGROUND OF THE INVENTION 

1. Field of the Invention 

[0001] The present invention relates to a recording 
and reproducing system for recording and reproducing 
image information onto and from a recording medium 
such as a DVD or the like, and relates ; more particularly 
to a recording and reproducing system equipped with a 
copy protection function of restricting copying of image 
information such as picture or the like and a recording 
apparatus and a reproducing apparatus suitable for use 
in this recording and reproducing system. 

2. Description of the Related Art 

[0002] A DVD is a recording medium having a large 
recording capacity, and can record: for example, digital 
video information equivalent to one volume of moving 
picture film. Because of this large capacity a DVD has 
come to be distributed as an image recording medium 
for replacing a video cassette of VHS system. A DVD 
exists in two types; a DVD onto which a recording or a 
rewriting cannot be done (It is referred to as a "read-only 
DVD", hereinafter), and a DVD onto which a recording 
or a rewriting can be done (It is referred to as a "record- 
able DVD", hereinafter.). When a recordable DVD is 
used, it is possible to digitally copy the whole content of 
a moving picture recorded on the DVD. 
[0003] Along with the distribution of the recordable 
DVD, there has been developed a system for digitally 
transmitting a moving picture or the like from a broad- 
casting station to general subscribers. When this sys- 
tem has been achieved, it becomes possible for sub- 
scribers to not only enjoy watching a high -definition 
moving picture at home but also digitally record the mov- 
ing picture transmitted from the broadcasting station on- 
to a DVD and prepare a replica disk in an easy manner. 
[0004] On the other hand, the act of copying a moving 
picture or the like without permission is restricted by the 
copyright law, etc. Particularly, when a moving picture 
or the like is copied digitally, there occurs no quality deg- 
radation in the moving picture copied. Accordingly, it is 
necessary to severely restrict th e copying of digital video 
information using a DVD in order to promote the distri- 
bution of DVD as well. 

[0005] In order to restrict the recording or copying of 
digital video information, various methods have been 
proposed. For example, there is proposed a method of 
embedding identification information for restricting the 
copying into digital video information at the time of re- 
cording the digital video information onto a DVD. Such 
a system is generally called a CGMS (Copy Generation 
Management System). This identification information 
represents one of the following: (1) prohibiting the cop- 
ying (hereinafter to be referred to as "Never Copy"). (2) 



permitting the copying only once (hereinafter to be re- 
ferred to as "One Copy"), and (3) permitting the copying 
without restriction (hereinafter to be referred to as "Copy 
Free"). When digital video information embedded with 
5 this kind of identification information is copied onto other 
DVD, a recording apparatus reads out the identification 
information from within the digital video information; and 
if this identification information shows Never Copy the 
recording apparatus does not record this digital video 
10 information. 

[0008] Further, there is also proposed a method of re- 
stricting the copying of a picture or a video image by 
embedding identification information having a function 
similar to the above into the display range of the image 
*5 or the video image as a watermark. 

[0007] Further, a method of scrambling a picture or a 
video image at the time of recording or reproducing this 
image or video image also contributes to restricting the 
recording or reproducing digital video information. 
20 [0008] In order to restrict the copying of digital video 
information by using the above-described identification 
information, it is necessary to prepare a recording ap- 
paratus or a reproducing apparatus equipped with a 
function of recognizing the identification information 
25 based on a predetermined rule prescribing a disposition 
of the identification information; a decision method : etc. 
(hereinafter to be referred to as a compliant recording 
apparatus and a compliant reproducing apparatus re- 
spectively). 

30 [0009] When other recording apparatus or reproduc- 
ing apparatus not equipped with the function of recog- 
nizing the identification information (hereinafter to be re- 
ferred to as a non-compliant recording apparatus and a 
non-compliant reproducing apparatus respectively) is 
35 used, there is a case where the identification information 
is disregarded and digital video information is copied al- 
though the information is Never Copy digital video infor- 
mation. If the compliant reproducing apparatus has al- 
lowed a reproduction of digital video information copied 
40 by the non-compliant recording apparatus, the copying 
of the Never Copy digital video information is implicitly 
permitted. In other words, a person who has copied the 
Never Copy digital video information by the non-compli- 
ant recording apparatus is not punished and does not 
45 feel any inconvenience at all despite the fact that he or 
she has copied the Never Copy digital video information. 
If this situation is left untouched, it is not possible to pro- 
mote the distribution of the compliant recording appara- 
tus and compliant reproducing apparatus, and has a 
SO problem that it is not possible to restrict the copying of 
digital video information. 

[0010] Further, in the case of One Copy digital video 
information, this informal ion can be recorded only once 
by a compliant recording apparatus. When digital video 
55 information recorded by this compliant recording appa- 
ratus is reproduced by a non-compliant reproducing ap- 
paratus, unlimited copying of the digital video informa- 
tion is allowed based on this non-compliant reproducing 
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apparatus. 

[0011] Further, in general, a reproducing apparatus 
can convert digital video information recorded on a DVD 
into analog information and outputs the information to 
the outside. Some recording apparatuses can convert 
analog video information such as a picture or a video 
image into digital information and record it in a DVD. Ac- 
cordingly, in order to effectively restrict the copying of 
digital video information, it is not sufficient to restrict only 
the copying ot digital video information achieved by dig- 
itally transmitting the digital video information from a re- 
producing apparatus to a recording apparatus, that is, 
the copying by digital transmission. In other words, it is 
also necessary to restrict the copying of digital video in- 
formation achieved by converting the digital video infor- 
mation into analog video information by a reproducing 
apparatus and sending this analog video information to 
a recording apparatus by analog transmission, that is, 
the copying by analog transmission. 

SUMMARY OF THE INVENTION 

[001 2] It is therefore an object of the invention to pro- 
vide a recording/reproducing system, a recording appa- 
ratus and a reproducing apparatus which can reduce 
unlimited copying of recorded/reproduced information 
carried out by other recording apparatus or reproducing 
apparatus not equipped with a function of restricting the 
copy of recorded/re produced information, and which 
can effectively restrict the copying of recorded/repro- 
duced information. 

[001 3] The system in accordance with the present in- 
vention comprises a recording apparatus for recording 
record information onto a recording medium as digital 
data and a reproducing apparatus for reading the record 
information from the recording medium and outputting 
the read record information in order to reproduce the 
record information recorded on the recording medium. 
[0014] The record information includes: image infor- 
mation which represents an image or a picture; a first 
identification information which represents any one of 
never copy, one copy and copy free; and a second iden- 
tification information which represents any one of at 
least the never copy and the one copy. 
[0015] The never copy indicates that copying of the 
information is prohibited. The one copy indicates that 
the copying of the information is permitted only once. 
The copy free indicates that the copying of the informa- 
tion is permitted. 

[0016] The recording apparatus comprises: an input 
device for inputting the record information; a first record- 
ing determination device for determining whether the 
first identification information included in the input 
record information indicates the never copy, the one 
copy or the copy free; a second recording determination 
device for determining whether the second identification 
information included in the input record information in- 
dicates the never copy or the one copy; a recording con- 



trol device for determining on the basis of determina- 
tions of the first recording determination device and the 
second recording determination device whether record- 
ing the input record information onto the recording me- 

s dium is permitted or prohibited; a recording device for 
recording the input record information onto the record- 
ing medium in accordance with a determination of the 
recording control device; an encryption control device 
for determining on the basis determinations of the first 

io recording determination device and the second record- 
ing determination device whether or not the input record 
information is to be encrypted; and an encryption device 
for encrypting the input record information in accord- 
ance with a determination of the encryption control de- 

15 vice. 

[0017] The reproducing apparatus comprises: a read 
device for reading the record information from the re- 
cording medium; a first reproduction determination de- 
vice for determining whether the first identification infor- 
ms mation included in the read record information indicates 
the never copy, the one copy or the copy free; a second 
reproduction determination device for determining 
whether or not the read record information is encrypted 
by the recording apparatus; an output control device for 
25 determining on the basis of determinations of the first 
reproduction determination device and the second re- 
production determination device whether outputting the 
read record information is permitted or prohibited; an 
output device for outputting the read record information 
oo in accordance with a determination of the output control 
device; a decryption control device for determining on 
the basis of a determination of the second reproduction 
determination device whether or not the read record in- 
formation is to be decrypted; a decryption device for de- 
35 crypt ing the read record information in accordance with 
a determination of the decryption control device; a 
changing control device for determining on the basis of 
determinations of the first reproduction determination 
device and the second reproduction determination de- 
40 vice whether or not the second identification information 
is to be changed such that the second identification in- 
formation indicates the never copy: and a changing de- 
vice for changing the second identification information 
such that the second identification information indicates 
45 the never copy, in accordance with a determination of 
the changing control device. 

[0018] As stated above, the first identification informa- 
tion indicates any one ot the never copy, the one copy 
and the copy free. To realize this first identification infor- 

50 mation having three statuses, for example : three differ- 
ent values may be used as the first identification infor- 
mation. Alternatively, only two different values may be 
used as the first identification information. In this case, 
the two values indicate the first status and the second 

55 status, and the absence of the value indicates the third 
status. 

[0019] Furthermore: the second identical information 
is changed by the reproducing apparatus such that the 
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second identical information indicates the never copy, 
when the reproducing apparatus reproduces the record 
information that is indicated as one copy and that has 
been recorded on the recording medium once. The first 
identification information is not changed by not only the 
reproducing apparatus but also the recording appara- 
tus. 

[0020] In the recording apparatus, the input device in- 
puts the record information to the inside of the recording 
apparatus. The first recording determination device de- 
termines whether the first identification information in- 
cluded in the record information indicates the never 
copy, the one copy and the copy free. The second re- 
cording determination device determines whether the 
second identification information indicates the never 
copy or the one copy. On the basis of these two deter- 
minations, it can be determined that a copy restriction 
status of the record information is any one of the follow- 
ing four statuses. 

(A) never copy 

(B) one copy 

(C) no more copy 

(D) copy free 

The "no more copy' means the prohibition of copying 
any more as the record information that is indicated as 
one copy has been recorded once onto the recording 
medium. 

[0021] The recording control device determines on 
the basis of the copy restriction status (A), (B), (C) or 
(D) whether recording the record information onto the 
recording medium is permitted or prohibited The re- 
cording device records the record information onto the 
recording medium, only when the recording control de- 
vice determines that recording the record information is 
permitted. 

[0022] Further, the encryption control device deter- 
mines on the basis of the copy restriction status (A), (B), 
(C) or (D) whether the record information is to be en- 
crypted or not. The encryption device encrypts the 
record information, only when the encryption control de- 
vice determines that the record information is to be en- 
crypted. In this case, the encrypted record information 
is recorded onto the recording medium. 
[0023] Depending on the copy restriction status of the 
record information (A), (B), (C)or (D), the recording ap- 
paratus finally controls the recording of the record infor- 
mation as follows: 

(i) When the copy restriction status of the record in- 
formation is the never copy, the recording of the 
record information is prohibited. Therefore, the 
record information is not recorded onto the record- 
ing medium. 

(ii) When the copy restriction status of the record 
information is the one copy, the record information 
is encrypted, and the recording of the record infor- 
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matbn is permitted. Therefore, the encrypted 
record information is recorded onto the recording 
medium. 

(iii) When the copy restriction status of the record 
5 information is the no more copy, the recording ot the 

record information is prohibited. Therefore, the 
record information is not recorded onto the record- 
ing medium. 

(iv) When the copy restriction status of the record 
10 information is the copy free, the recording of the 

record information is permitted. Therefore, the 
record information is recorded onto the recording 
medium without being encrypted. 

is [0024] In the reproducing apparatus, the read device 
reads the record information from the recording medi- 
um. The first reproduction determination device deter- 
mines whether the first identification information includ- 
ed in the record information indicates the never copy, 
20 the one copy and the copy free. The second reproduc- 
tion determination device determines whether or not the 
record information has been encrypted by the recording 
apparatus. On the basis of these determinations, it can 
be determined that the copy restriction status of the 
25 record information is any one of the following four sta- 
tuses. 

(E) never copy 

(F) no more copy 
30 (G) copy free 

(H) abnormal copy 

■Abnormal copy" indicates, for example, that the record 
information was recorded onto the recording medium by 
35 an recording apparatus except for the recording appa- 
ratus of this system, or that the record information has 
been altered illegally or in a dishonest manner. For ex- 
ample, it is assumed that there is a case where the first 
identification information indicates the one copy, but the 
40 record information has not been encrypted. There is no 
possibility that such a case occurs as long as the record 
information was recorded on the recording apparatus of 
this system. 

[0025] After the copy restriction status of the record 
45 information is determined, the output control device de- 
termines on the basis of the copy restriction status of 
the record information whether outputting the record in- 
formation in permitted or prohibited. The output device 
outputs the record information to an external apparatus 
so or a communication means, only when the output con- 
trol device determines that outputting the record infor- 
mation is permitted. 

[0026] Furthermore, the decryption control device de- 
termines on the basis of the copy restriction status of 
55 the record information whether the record information is 
to be decrypted or not. The decryption device decrypts 
the record information, only when the decryption control 
device determines that the record information is to be 
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decrypted. 

[0027] Depending on the copy restriction status of the 
record information (E) : (F)» (G) or (H) t the reproducing 
apparatus finally controls the outputting of the record in- 
formation as follows: 

(i) When the copy restriction status of the record in- 
formation is the never copy the outputting of the 
record information is permitted. Therefore, the 
record information is output from the reproducing 
apparatus, if a digital monitor is connected with the 
reproducing apparatus, a user or an audience can 
watch the image or picture corresponding to the 
record information. If the recording apparatus of this 
system is connected with the reproducing appara- 
tus, the record information cannot be copied to an- 
other recording medium, because the recording ap- 
paratus prohibits the recording of this record infor- 
mation. 

(ii) When the copy restriction status of the record 
information is the no more copy, the record informa- 
tion is decrypted, and the outputting of the record 
information is permitted. Therefore, the decrypted 
record information is output from the reproducing 
apparatus. If a digital monitor is connected with the 
reproducing apparatus, a user or an audience can 
watch the image or picture corresponding to the 
record information. If the recording apparatus of this 
system is connected with the reproducing appara- 
tus, the record information cannot be copied to an- 
other recording medium, because the recording ap- 
paratus prohibits the recording of this record infor- 
mation. 

(iii) When the copy restriction status of the record 
information is the copy free, the outputting of the 
record information is permitted. Therefore, the 
record information is output from the reproducing 
apparatus. If a digital monitor is connected with the 
reproducing apparatus, a user or an audience can 
watch the image or picture corresponding to the 
record information. 

(iv) When the copy restriction status of the record 
information is the abnormal copy, the outputting of 
the record information is prohibited. Therefore, the 
record information is not output from the reproduc- 
ing apparatus. As a result, a user or an audience 
cannot watch the image or picture corresponding to 
the record information. 

[0028] Further in the reproducing apparatus, the 
changing control device determines on the basis of the 
copy restriction status of the record information whether 
or not the second identification information included in 
the record information is to be changed such that the 
second identificatbn information indicates the never 
copy (or no more copy). The changing device changes 
the second identification information such that the sec- 
ond identification information indicates the never copy 



(or no more copy) : only when the changing control de- 
vice determines that the second identification informa- 
tion is to be changed. 

[0029] Therefore, when the copy restriction status of 
5 the record information is the no more copy, the second 
identification information included in the record informa- 
tion is changed such that the second identification infor- 
mation indicates the never copy (or no more copy). Ac- 
cordingly if the recording apparatus of this system is 
10 connected with the reproducing apparatus, the record 
information cannot be copied to another recording me- 
dium any more. 

[0030] Accordingly, by the system in accordance with 
the present invention the copying of the record informa- 
is tion can be sufficiently prevented. 

[0031] In the above-stated system, the digital-analog 
converting device and an analog output device may be 
added lothe reproducing apparatus. The digital-analog 
converting device converts the record information out- 
20 put by the output device into an analog signal. The an- 
alog output device outputs the analog signal to an ex- 
ternal apparatus or an external communication means. 
Therefore, it is possible to prevent the record informa- 
tion from copying by way of an analog transmission. In 
25 this case, the changing control device may determines 
whether or not the second identification information is 
to be changed, only when the record information is to 
be output as the analog signal. Therefore, it is possible 
to simplify the changing process of the second identifi- 
30 cation information. 

[0032] In the above-stated system : the output device 
outputs the record information as a digital signal to an 
external apparatus or the like. Further in the above-stat- 
ed system, an external apparatus determination device 
35 may be added to the reproducing apparatus. The exter- 
nal apparatus determination device determines whether 
or not the external apparatus is authorized. In this case, 
the output control device determines that outputting the 
read record information is prohibited, when the first re- 
40 production determination device determines that the 
first identification information indicates never copy and 
the external apparatus determination device determines 
that the external apparatus is not authorized. And, the 
output control device determines that outputting the 
45 read record information is prohibited, when the first re- 
production determination device determines that the 
first identification information indicates one copy and the 
external apparatus determination device determines 
that the external apparatus is not authorized. 
so [0033] If such an external apparatus determination 
device is added to the reproducing apparatus, the re- 
producing apparatus finally controls the digital output of 
the record information as follows, depending on the 
aforementioned copy restriction status of the record in- 
ss formation (E), (F). (G) or (H), and a determination of the 
external apparatus detemination device: 

(i) When the copy restriction status of the record in- 
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formation is the never copy, and the external appa- 
ratus is not authorized, the digital output of the 
record information is prohibited. 

(ii) When the copy restriction status of the record 
information is the no more copy, and the external 
apparatus is not authorized, the digital output of the 
recording information is prohibited. 

(iii) When the copy restriction status of the record 
information is the copy free, the digital output of the 
record information is permitted- In this case, the de- 
termination of whether the external apparatus is au- 
thorized may be disregarded. 

(iv) When the copy restriction status of the record 
information is the abnormal copy, the digital output 
of the record information is prohibited regardless of 
whether the external apparatus is authorized or not. 

[0034] Thus, if the external apparatus determination 
device is added to the reproducing apparatus, if a digital 
monitor is assigned to an authorized apparatus, and if 
a recording apparatus except for the recording appara- 
tus of this system (i.e., a non-compliant recording appa- 
ratus) is not assigned to the authorized apparatus, a us- 
er or an audience can watch the image or the picture 
corresponding to the record information with the digital 
monitor, but cannot copy the record information to the 
another recording medium with the non-com pliant re- 
cording apparatus. Accordingly, it is possible to prevent 
the record information from copying by way ot a digital 
transmission. 

[0035] In the above-stated system, the record infor- 
mation may further includes a third identification infor- 
mation which represents any one of the never copy, the 
one copy and the copy free. In this case, a third record- 
ing determination device is added to the recording ap- 
paratus. The third recording determination device deter- 
mines whether the third identification information includ- 
ed in the input record information indicates the never 
copy, the one copy or the copy free. Furthermore, in this 
case, the recording control device determines on the ba- 
sis of determinations of the first recording determination 
device, the second recording determination device and 
the third recording determination device whether re- 
cording the input record information onto the recording 
medium is permitted or prohibited. By adding such de- 
vices, the copying of the record information can be more 
sufficiently prevented. 

[0036] In addition to this, a third reproduction deter- 
mination device may added to the reproducing appara- 
tus. The third reproduction determination device deter- 
mines whether the third identification information includ- 
ed in the read record information indicates the never 
copy, the one copy or the copy free. In this case, the 
output control device determines on the basis of deter- 
minations of the first reproduction determination device, 
the second reproduction determination device and the 
third reproduction determination device whether output- 
ting the read record information is permitted or prohib- 



ited. Therefore, the copying of the record information 
can be more sufficiently prevented. 
[0037] Furthermore., a receiving apparatus may be 
added to the above-stated system. The receiving appa- 
s ratus is an apparatus for receiving the record informa- 
tion transmitted from an information generation source 
and outputting the received record information to the re- 
cording apparatus. 

[0038] The receiving apparatus comprises: an infor- 
10 mation output device for outputting the received record 
information to the recording apparatus as a digital sig- 
nal; an information determination device for determining 
whether the first identification information included in the 
received record information indicates the never copy 
is the one copy or the copy free; a recording apparatus 
determination device for determining whether or not the 
recording apparatus is authorized; an information output 
control device for determining on the basis of determi- 
nations of the information determination device and the 
20 recording apparatus determination device whether out- 
putting the received record information is permitted or 
prohibited. 

[0039] The receiving apparatus can output the re- 
ceived record information to the recording apparatus as 

25 a digital signal. To restrict the copying of the record in- 
formation, the information output control device deter- 
mines that outputting the received record information is 
permitted: when the information determination device 
determines that the first identification information indi- 

oo cates one copy and the recording apparatus determina- 
tion device determines that the recording apparatus is 
authorized. Only when the information output control de- 
vice determines that outputting the received record in- 
formation is permitted, the received recording informa- 

3S tion is supplied to the recording apparatus. This means 
that it can be prevented the copying of the record infor- 
mation at the entrance of the system. 
[0040] Furthermore, the above-stated object can be 
ateo achieved by another types of system in accordance 

40 with another aspect of the present invention. This sys- 
tem comprises a recording apparatus for recording 
record information onto a recording medium as digital 
data and a reproducing apparatus for reading the record 
information from the recording medium and outputting 

45 the read record information to reproduce the record in- 
formation recorded on the recording medium. The 
record information includes: image information which 
represents an image or a picture; a first identification 
information which represents any one of the never copy : 

50 the one copy and the copy free; and a second identifi- 
cation information which represents any one of at least 
the never copy and the one copy. 
[0041] The recording apparatus comprises: an input 
device for inputting the record information; a first record- 

55 ing determination device for determining whether the 
first identification information included in the input 
record information indicates the never copy, the one 
copy or the copy free; a second recording determination 
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device for determ ining whether the second identification 
information included in the input record information in- 
dicates the never copy or the one copy; a recording con- 
trol device for determining on the basis of determina- 
tions of the first recording determination device and the 
second recording determination device whether record- 
ing the input record information onto the recording me- 
dium is permitted or prohibited; a recording device for 
recording the input record information onto the record- 
ing medium in accordance with a determination of the 
recording control device; an encryption control device 
for determining on the basis determinations of the first 
recording determination device and the second record- 
ing determination device whether or not the input record 
information is to be encrypted; an encryption device for 
encrypting the input record information in accordance 
with a determination of the encryption control device; 
and a certification information adding device for adding 
a certification information to the input record informa- 
tion, the certification information indicating that the input 
record information is recorded by the recording appara- 
tus. 

[0042] This recording apparatus has the same devic- 
es as the above-stated recording apparatus except for 
the certification information adding device. 
[0043] The reproducing apparatus comprises: a read 
device for reading the record information from the re- 
cording medium; a first reproduction determination de- 
vice for determining whether the first identification infor- 
mation included in the read record information indicates 
the never copy : the one copy or the copy free; a second 
reproduction determination device for determining 
whether or not the certification information is included 
in the read record information; an output control device 
for determining on the basis of determinations of the first 
reproduction determination device and the second re- 
production determination device whether outputting the 
read record information is permitted or prohibited; an 
output device for outputting the read record information 
in accordance with a determination of the output control 
device; a decryption control device for determining on 
the basis of a determination of the second reproduction 
determination device whether or not the read record in- 
formation is to be decrypted; a decryption device for de- 
crypting the read record information in accordance with 
a determination of the decryption control device; a 
changing control device for determining on the basis of 
determinations of the first reproduction determination 
device and the second reproduction determination de- 
vice whether or not the second identification information 
is to be changed such that the second identification in- 
formation indicates the never copy; and a changing de- 
vice for changing the second identification information 
such that the second identification information indicates 
the never copy : in accordance with a determination of 
the changing control device. 

[0044] This reproducing apparatus has the same de- 
vices as the above-stated reproducing apparatus ex- 



cept for the second reproduction determination device. 
[0045] In this system, the certification information is 
added to the record information, when the recording of 
the record information is carried out by the recording ap- 

s paratus. In the reproducing apparatus, the second re- 
production determination device determines whether or 
not the certification information is included in the record 
information, when the record information is reproduced. 
Then, the output control device determines on the basis 

10 of the first identification information and the certification 
information whether outputting the read record informa- 
tion is permitted or prohibited. Further, the decryption 
control device determines on the basis of the certifica- 
tion information whether or not the read record informa- 

15 tion is to be decrypted. Furthermore, the changing con- 
trol device determines on the basis of the first identifi- 
cation information and the certification code whether or 
not the second identification information is to be 
changed. 

20 [0046] According to such a system, the copying of the 
record information can be sufficiently prevented. 
[0047] The nature, utility, and further feature of this in- 
vention will be more clearly apparent from the following 
detailed description with respect to preferred embodi- 
es ments of the invention when read in conjunction with the 
accompanying drawings briefly described below. 

BRIEF DESCRIPTION OF THE DRAWINGS 



00 [0048] 

FIG. 1 is a block diagram for showing a recording/ 
reproducing system according to an embodiment of 
the present invention; 

35 FIG. 2 is a waveform diagram for showing a video 
signal corresponding to analog video information in 
the embodiment of the present invention; 
FIG. 3 is an explanatory view for showing a display 
range which an audience can actually watch, a 

40 range for forming a picture or a video image and a 
position where a copy protection code is embed- 
ded, in the embodiment of the present invention; 
FIG. 4 is a flowchart for showing digital output con- 
trol of a satellite broadcasting receiver in the em- 

45 bodiment of the present invention; 

FIG. 5 is a view for showing a relationship between 
a determination and digital output control by the sat- 
ellite broadcasting receiver in the embodiment of 
the present invention; 

so FIG. 6 is a block diagram for showing a recording 
apparatus according to the embodiment of the 
present invention; 

FIG. 7 is a flowchart for showing a record restriction 
control in the embodiment of the present invention; 
55 FIG. 8 is a view for showing a relationship between 
the statuses of a watermark, a copy protection code 
and a CGMS and controls executed to these sta- 
tuses by a controller; 
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Fl G . 9 is a block diagram for showing a reproducing 
apparatus according the embodiment of the present 
invention; 

FIG. 10 is a flowchart for showing reproduction re- 
striction control in the embodiment of the present 
invention; 

FIGS. 1 1 A and 1 1 B are views for showing a rela- 
tionship between the statuses of a watermark, 
CGMS : etc. and controls executed to these status- 
es by a controller, and 

FIG. 12 is a block diagram for showing a recording/ 
reproducing system, a satellite broadcasting sys- 
tem, a non-compliant recording apparatus, a non- 
compliant reproducing apparatus, etc. in the em- 
bodiment of the present invention. 

DETAILED DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

[0049] An embodiment of the present invention will be 
described below with reference to FIGS. 1 through 12. 
In the description set forth hereinafter, the present in- 
vention is applied to a recording/reproducing system ca- 
pable of recording, reproducing and copying both of dig- 
ital video information transmitted from a digital satellite 
broadcasting system and digital video information pre- 
viously recorded on a DVD. 

I. Recording/reproducing system 

[0050] FIG. 1 shows a digital satellite broadcasting 
system as an information generation source and a re- 
cording/reproducing system and others according to an 
embodiment of the present invention. 
[0051] As shown in FIG. 1, a recording/reproducing 
system 100 includes a recording apparatus 10, a repro- 
ducing apparatus 50 and a satellite broadcasting receiv- 
er 301. 

[0052] The record ing apparatus 1 0 is an apparatus for 
recording digital video information DP or analog video 
information AP input from the outside, onto a DVD 1 
which is a recordable or rewritable recording medium 
(or a recordable DVD). The recording apparatus 10 is 
equipped with a digital input terminal for inputting the 
digital video information DP and an analog input termi- 
nal for inputting the analog video information AP, and 
records the digital video information DP input from the 
digital input terminal onto the DVD 1 as a digital data 
and converts the analog video information AP input from 
the analog input terminal into digital video information 
DP and records this data onto the DVD 1. 
[0053] The reproducing apparatus 50 is an apparatus 
for reading out the digital video information DP recorded 
on the DVD 1 by the recording apparatus 10, and out- 
putting this digital video information DP as it is or out- 
putting this information as analog video information AP 
after converting this digital video information DP into the 
analog video information. The reproducing apparatus 



50 is equipped with a digital output terminal for output- 
ting the digital video information DP and an analog out- 
put terminal for outputting the analog video information 
AP When an analog monitoring apparatus such as a 
s CRT (Cathode Ray Tube) or a PDP (Plasma Display 
Panel) or the like (not shown) is connected to the analog 
output terminal of the reproducing apparatus 50, for ex- 
ample, it is possible to reproduce a picture or a video 
image recorded as the digital video information DP on 
the DVD 1. When the digital output terminal of the re- 
producing apparatus 50 is connected to the digital input 
terminal of the recording apparatus 1 0, as shown in FIG . 
1 , the digital video informatbn DP recorded on the DVD 
1 can be output as digital data to the recording appara- 
tus 10 from the reproducing apparatus 50. In this case, 
it is possible to record the digital video information DP 
onto other DVD by the recording apparatus 1 0. As stat- 
ed above, when the digital output terminal of the repro- 
ducing apparatus 50 is connected to the digital input ter- 
minal of the recording apparatus 1 0, the digital video in- 
formation DP can be copied by digital transmission. As 
shown in FIG. 1 , when the analog output terminal of the 
reproducing apparatus 50 is connected to the analog in- 
put terminal of the recording apparatus 10, the digital 
video information DP can be copied by analog transmis- 
sion. 

[0054] In FIG. 1 , a satellite broadcasting system 200 
is a system provided in a broadcasting station, for ex- 
ample, for carrying out a digital satellite broadcasting of 
a moving picture, a concert, a television program or the 
like. A satellite broadcasting receiver 301 is an appara- 
tus for receiving a digital satellite broadcasting sent by 
the satellite broadcasting system 200, and is structured 
by an I RD (Integrated Receiver Decoder) or an STB (Set 
Top Box). The satellite broadcasting receiver 301 re- 
ceives a wave transmitted from the broadcasting station 
and outputs the digital video information DP included in 
the received wave. Further, the satellite broadcasting re- 
ceiver 301 can also convert the digital video information 
DP included in the received wave into the analog video 
information AP and outputs this analog video informa- 
tion. 

[0055] The digital video information DP is com- 
pressed by MPEG2 (Moving Picture Expert Group 
Phase 2) for example, and includes digital data incl uding 
digital video data : various headers and added informa- 
tion for example. The digital video data is digitized data 
of a picture or a video image structuring a moving pic- 
ture., a concert, a television program or the like. A data 
format of the digital video information DP is different be- 
tween a case where the digital video information DP is 
being recorded onto the DVD 1 and a case where the 
digital video information DP is being transmitted be- 
tween the apparatuses. Tne analog video information 
AP is an analog video signal corresponding to the digital 
video information DP. 

[0056] The digital video information DP and the ana- 
log video information AP are respectively applied with 
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one of the copy protections of Never Copy : One Copy 
(or One Generation Copy) and Copy Free. Never Copy 
means the entire prohibiting of the recording of the dig- 
ital video information DP or the analog video information 
AP onto a recording medium. One Copy means the per- 
mission of recording the digital video information DP or 
the analog video information AP onto a recording medi- 
um only once. In other words, by One Copy, making 
what is called a first-generation copy is permitted, but 
making copy of a second-generation and after is prohib- 
ited. Copy Free means no restriction of the copying of 
the digital video information DP or the analog video in- 
formation AP onto a recording medium. By Copy Free, 
it is possible to make copy of the second generation and 
after, not to mention the first-generation copy. 
[0057] In the case of carrying out a digital satellite 
broadcasting of a moving picture by the satellite broad- 
casting system 200 as shown in FIG. 1 , for example, the 
digital video information DP transmitted from the satel- 
lite broadcasting system 200 and received by the satel- 
lite broadcasting receiver 301 is usually permitted to be 
recorded only once. In this case, the digital video infor- 
mation DP is One Copy. Further, when the digital video 
information DP such as a moving picture or the like is 
recorded in advance onto a read-only DVD 2 as shown 
in FIG. 1 and the DVD 2 is sold in the market, the repro- 
duction of the digital video information DP recorded on 
the DVD 2 is usually prohibited. In this case, the digital 
video information DP is Never Copy. Further, when the 
DVD 2 recorded with the digital video information DP is 
distributed free of charge, the copying of the digital video 
information DP is not restricted in many cases. In this 
case, the digital video information DP is Copy Free. 
[0058] The digital video information DP and the ana- 
log video information AP are embedded with a water- 
mark, a copy protection code and a code based on 
CGMS (Copy Generation Management System) (here- 
inafter to be referred to as a "CGMS"). These are iden- 
tification information for making the recording apparatus 
10 and the reproducing apparatus 50 recognize the 
copy protection applied to the digital video information 
DP and the analog video information AP. The recording 
apparatus 10 and the reproducing apparatus 50 are 
based on a predetermined rule on the copy protection 
that prescribes a disposition a decision method, a 
scrambling method, etc. of the watermark, the copy pro- 
tection code and the CGMS, respectively. As described 
later, the recording apparatus 10 and the reproducing 
apparatus 50 can control the recording and reproduction 
of the digital video information DP and the analog video 
information AP based on the watermark: the copy pro- 
tection code and the CGMS. 

[0059] The watermark, the copy protection code and 
the CGMS will be explained next. The watermark is em- 
bedded within a picture or a video image without degra- 
dation of the quality of the picture or the video image 
itself. The watermark represents one of Never Copy : 
One Copy and Copy Free. In the present embodiment, 



it is assumed that when there exists no watermark within 
a picture or a video image, this represents Copy Free. 
The watermark is not changed by the recording appa- 
ratus 10 or the reproducing apparatus 50. 
5 [0060] The copy protection code is embedded within 
a picture or a video image, and is disposed near the pe- 
riphery of the display range of the picture or the video 
image. The copy protection code represents one of One 
Copy and No More Copy. "No More Copy" means the 
10 prohibition of copying any more as the One Copy digital 
video information DP or the One Copy analog video in- 
formation AP has been recorded once onto the DVD 1 
or the like. In this case, when the One Copy digital video 
information DP or the One Copy analog video informa- 
*5 tion AP is once recorded onto the DVD 1 by the record- 
ing apparatus 10 and then the digital video information 
DP recorded on the DVD 1 is read out by the reproduc- 
ing apparatus 50 and is converted into the analog video 
information AP and a result is output to the outside : the 
so copy protection code of One Copy is changed to No 
More Copy by the reproducing apparatus 50. 
[0061] The copy protection code represents One 
Copy and No More Copy respectively in two different 
statuses. It may be so arranged that when the copy pro- 
2S tection code exists in the digital video information DP or 
the analog video information AP, the copy protection 
code represents One Copy, and when the copy protec- 
tion code does not exist in the digital video information 
DP or the analog video information AP, this represents 
30 No More Copy. In this case, when the One Copy digital 
video information DP or the One Copy analog video in- 
formation AP is once recorded onto the DVD 1 by the 
recording apparatus 10 and then the digital video infor- 
mation DP recorded on the DVD 1 is read out by the 
35 reproducing apparatus 50 and is converted into the an- 
alog video information AP and a result is output to the 
outside, the copy protection code is deleted by the re- 
producing apparatus 50. 

[0062] Referring to FIGS. 2 and 3, a copy protection 
40 code embedded position will be explained by taking an 
example of the case where the analog video information 
AP is a video signal based on the NTSC (National Tel- 
evision System Committee) system. As shown in FIG. 
2, the video signal of the NTSC system includes a hor- 
45 izontal synchronizing signal SH, a burst signal SB : a sol- 
id image signal SG for forming a picture or a video im- 
age, etc. A period corresponding to the solid image sig- 
nal SG is a horizontal scanning period THS, and a period 
between the solid image signal SG and a next solid im- 
so age signal SG is a horizontal blanking period THB. 
[0063] A picture or a video image displayed on the 
CRT or the PDP is formed by the solid image signal SG 
within the horizontal scanning period THS. However, as 
shown in FIG. 3, in general, on the CRT or the PDP, a 
55 display range AR1 which can be actually watched by an 
audience exists in many cases inside an image forming 
range AR2 in which the picture or the video image is 
formed by the solid image signal SG. As a result, the 
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vicinity of the peripheral portion of the display range AR1 
outside the display range AR1 is a portion that cannot 
be actually watched by the audience. Depending on the 
type of the CRT and PDR there are CRTs and PDP's 
in which the display range AR1 and the forming range 
AR2 almost coincide. Even in this case, the peripheral 
portion of the picture or the video image is not easily 
watched by the audience, and this is a portion that gives 
little effect to the picture or the video image. 
[0064] Accordingly, as shown in FIG. 3 : the copy pro- 
tection code CPC is embedded in the vicinity of the pe- 
ripheral portion of the display range AR1 outside the dis- 
play range AR1 of the picture or the video image, al- 
though this embedded position is inside the image form- 
ing range AR2 of the picture or the video image. The 
vicinity of the peripheral portion of the display range AR1 
outside the display range AR1 of the picture or the video 
image is formed by the solid image signal SG positioned 
at a starting portion P1 and an ending portion P2 of the 
horizontal scanning period THS. Accordingly, copy pro- 
tection code CPC is embedded into the solid image sig- 
nal SG positioned at the starting portion P1 and the end- 
ing portion P2 of the horizontal scanning period THS as 
shown in FIG. 2. Similarly, the copyprotection code CPC 
is also embedded into the solid image signal positioned 
at a starting portion and an ending portion of a vertical 
scanning period. 

[0065] CGMS is the identification information for car- 
rying out the copy protection based on the Copy Gen- 
eration Management System, and this represents one 
of Never Copy, One Copy and Copy Free, like the wa- 
termark. CGMS has two kinds of forms; CGMS-D for be- 
ing added to the digital video information DP and the 
CGMS-A for being added to the analog video informa- 
tion AP. When the data format of the digital video infor- 
mation DP is a data format for recording onto a DVD, 
CGMS-D is written into the header area of each sector 
structuring the digital video information DP. CGMS-A is 
embedded into each scanning starting portion of line 20 
and line 283, for example, of the horizontal scanning line 
of a video signal (analog video information AP). Further, 
CGMS is changed from One Copy to Never Copy by the 
recording apparatus 1 0 when One Copy digital video in- 
formation DP or One Copy analog video information AP 
is recorded onto the DVD1 by the recording apparatus 
10. 

[0066] in the present embodiment, when the digital 
video information DP or the analog video information AP 
is Never Copy, a watermark representing Never Copy 
and a CGMS representing Never Copy are embedded. 
When the digital video information DP or the analog vid- 
eo information AP is One Copy, a watermark represent- 
ing One Copy, a copy protection code representing One 
Copy and a CGMS representing One Copy are embed- 
ded. Further, when the digital video information DP or 
the analog video information AP is Copy Free, at least 
CGMS for representing Copy Free is embedded. 



II. Satellite broadcasting receiver 

[0067] The satellite broadcasting receiver 301 will be 
explained next. The satellite broadcasting receiver 301 

s can digitally output the digital video information DP in- 
cluded in the wave received from the satellite broadcast- 
ing system 200, or can output the digital video informa- 
tion DP after converting it into the analog video informa- 
tion AP. Accordingly the satellite broadcasting receiver 

10 301 is equipped with an analog output terminal for out- 
puttingthe analog video information AP and a digital out- 
put terminal for outputting the digital video information 
DP. 

[0068] Further, the satellite broadcasting receiver 301 

is hasa function of deciding whether or not the digital video 
information DP is to be output from the digital output ter- 
minal, based on the watermark included in the received 
digital video information DP and the type of an external 
apparatus connected to the digital output terminal. 

20 [0069] Referring to FIG. 4, this function will be ex- 
plained. When the satellite broadcasting receiver 301 
has received the digital video information DP, the satel- 
lite broadcasting receiver 301 at first detects a water- 
mark embedded within this digital video information DP, 

25 and determines whether this watermark represents 
Never Copy, One Copy or Copy Free (step 31). Next, 
the satellite broadcasting receiver 301 determines 
whether or not the types of the external apparatuses 
connected to the digital output terminal of the satellite 

00 broadcasting receiver 301 coincide with the types of au- 
thorized apparatuses registered in advance in the sat- 
ellite broadcasting receiver 301 (step 32). In this case, 
the recording apparatus 10 of the recording/reproducing 
system 100 and authorized apparatuses not equipped 

os with the function of recording the digital video informa- 
tion DP onto the recording medium, such as, for exam- 
ple, a digital monitoring apparatus and the like are reg- 
istered in advance in the satellite broadcasting receiver 
301. Then, the satellite broadcasting receiver 301 de- 

40 termines whether the received digital video information 
DP is to be digitally output or not, based on the status 
of the watermark and the determination of whether or 
not the external apparatuses are the authorized appa- 
ratuses (step 33). 

4S [0070] FIG . 5 is a control management table for show- 
ing a relationship between each determination and con- 
trol of the satellite broadcasting receiver 301 . This con- 
trol management table is recorded in advance in the sat- 
ellite broadcasting receiver 301 , and the satellite broad- 

^0 casting receiver 301 makes a determination in the 
above step 33 by using the control management table. 
[0071] As shown in the first row of the control man- 
agement table in FIG. 5, when the watermark represents 
Never Copy and the external apparatus connected to 

55 the digital output terminal coincide with any one of reg- 
istered the apparatuses, namely any one of the author- 
ized apparatuses, the satellite broadcasting receiver 
301 outputs the digital video information DP from the 
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digital output terminal (step 34). On the other hand, as 
shown in the second row. when the external apparatus 
connected to the digital output terminal do not coincide 
with any one of the authorized apparatuses , the satellite 
broadcasting receiver 301 does not output the digital 
video information DP from the digital output terminal 
(step 35). With this arrangement, it is possible to prevent 
the Never Copy digital video information DP from being 
output to the apparatuses equipped with the recording 
function other than the monitoring apparatus, for exam- 
ple. Thus, it is possible to restrict the copying by digital 
transmission of the digital video information DP. 
[0072] As shown in the third row of the control man- 
agement table in FIG. 5, when the watermark represents 
One Copy and the external apparatuses connected to 
the digital output terminal coincide with any one of the 
authorized apparatuses, the satellite broadcasting re- 
ceiver 301 outputs the digital video information DP from 
the digital output terminal (step 34). On the other hand, 
as shown in the fourth row of the control management, 
when the external apparatuses connected to the digital 
output terminal do not coincide with any one of the au- 
thorized apparatuses, the satellite broadcasting receiv- 
er 301 does not output the digital video information DP 
from the digital output terminal (step 35). With this ar- 
ran gement, it is possible to prevent the One Copy digital 
video information DP from being output to recording ap- 
paratuses other than the recording apparatus 1 0, for ex- 
ample. Thus, it is possible to restrict the copying by dig- 
ital transmission of the digital video information DP. 
[0073] Further as shown in the fifth row of the control 
management table, when the watermark represents 
Copy Free, the satellite broadcasting receiver 301 out- 
puts the digital video information DP from the digital out- 
put terminal (step 34). 

III. Recording Apparatus 

[0074] Referring next to FIG. 6, the recording appara- 
tus 10 of the recording/reproducing system 100 will be 
explained. 

[0075] As shown in FIG. 6, the recording apparatus 
1 0 is equipped with a digital input terminal 11 , an analog 
input terminal 12, an analog-digital (A/D) converter 13 : 
an MPEG encoder 14, a switch 15 : a CGMS-D detector 
1 6, a CGMS-A detector 1 7, a watermark detector 1 8, a 
copy protection code detector 19, a controller 20, a for- 
mat converter 21 , a scramble processor 22, a switch 23, 
an error correction code adding device 24, a certification 
code adding device 25 and a recording device 26. 
[0076] When the analog output terminal of the satellite 
broadcasting receiver 301 or the analog output terminal 
of the reproducing apparatus 50 is connected to the an- 
alog input terminal 12 of the recording apparatus 10, for 
example : the analog video information AP output from 
the satellite broadcasting receiver 301 or the reproduc- 
ing apparatus 50 is input to the recording apparatus 10 
from the analog input terminal 12. Then, this analog vid- 



eo information AP is input to the analog-digital converter 
1 3 and the CGMS-A detector 1 7 respectively. The ana- 
log-digital converter 1 3 converts the analog video infor- 
mation AP into digital video information DP. and outputs 
5 it to the MPEG encoder 14 and the copy protection code 
detector 19 respectively. The MPEG encoder 14 en- 
codes the video information DP output from the analog - 
digital converter 1 3 by using a coding system based on 
MPEG2. As explained above, the analog video informa- 
io Won AP is converted into the digital video information DP 
by the analog-digital converter 13 and the MPEG en- 
coder 14, and a result is input to the switch 15. 
[0077] The digital video information DP input to the 
switch 15 from the MPEG encoder 14 is output to the 
is watermark detector 18 and the format converter 21 
through the switch 15. The switch 15 is a switch for 
changing over between an input from the analog input 
terminal 12 and an input from the digital input terminal 
11. The switch control of the switch 15 is carried out 
based on a switch control signal SCSI output from the 
controller 20. 

[0078] The watermark detector 18 detects the water- 
mark from the digital video information DP input through 
the switch 15. and outputs watermark information CPU 
corresponding to this watermark to the copy protection 
code detector 1 9 and the controller 20 respectively. The 
copy protection code detector 19 detects a copy protec- 
tion code from the video information output from the an- 
alog-digital converter 13, and outputs copy protection 
information CPI2 corresponding to this copy protection 
code to the controller 20. The copy protection code de- 
tector 19 may use the watermark information CPU out- 
put from the watermark detector 18 : at the time of de- 
tecting the copy protection code from the digital video 
information DP. The CGMS-A detector 17 detects 
CGMS-A from the analog video information AP input 
from the analog input terminal 11, and outputs CGMS 
information CPI4 corresponding to this CGMS-A to the 
controller 20. 

[0079] The format converter 21 converts the data for- 
mat of the digital video information DP input through the 
switch 15 into a data format for recording onto a DVD. 
More specifically, in the format converter 21, the digital 
video information DP is divided into a plurality of sectors. 
Each sector consists of a header area positioned at the 
header portion of the sector, a data area positioned at 
the intermediate portion, and an error detection code ar- 
ea posit bned at the end portion of the sector. Address 
management information; data control information, etc. 
necessary for the recording and reproduction onto and 
from the DVD are written in the header area. Digital vid- 
eo data corresponding to a picture or a video information 
is written in the data area. An error detection code for 
detecting an error of each sector or each group consist- 
ing of a plurality of sectors is written in an error detection 
code area. Further, the format converter 21 obtains 
CGMS information from the controller 20 : generates 
CGMS-D corresponding to this CGMS information and 
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adds this CGMS-D to the header area of each sector 
structuring the digital video information DP. When it is 
necessary to combine sound information with the digital 
video information, the format converter 21 obtains the 
sound information from a sound processing circuit not 
shown, combines this sound Information with the digital 
video information, and writes the combined data in the 
data area of each sector. 

[0060] The digital video information DP added with 
the CGMS-D is input to the scramble processor 22 and 
the switch 23 respectively from the format converter 21 . 
The scramble processor 22 scrambles the digital video 
data recorded in the data area of each sector structuring 
the digital video information DP. As a result, the digital 
video information DP becomes data that cannot be re- 
produced unless the scramble is removed. 
[0081 ] The switch 23 is a switch for changing over be- 
tween the digital video information DP output from the 
format converter 21 through the scramble processor 22 
and the digital video information DP directly output from 
the format converter 21 . The switch control of the switch 
23 is carried out based on a switch control signal SCS2 
output from the controller 20. With this arrangement, it 
is possible to change over between the scrambled dig- 
ital video information DP and the non-scrambled digital 
video information DP according to the control of the con- 
troller 20. 

[0082] The digital video information DP output 
through the switch 23 is added with an error correction 
code by the error correction code adding device 24, and 
a result is input to the certification code adding device 
25. The certification code adding device 25 adds a cer- 
tification code to the digital video information DP added 
with the error correction code. 

[0083] The certification code is the information for cer- 
tifying that the digital video information DP has been re- 
corded onto the DVD 1 by the recording apparatus 10. 
The certification code is detected by the reproducing ap- 
paratus 50 at the time of reproducing the digital video 
information DP by the reproducing apparatus 50. 
Scramble removal information for removing the scram- 
ble may also be included in the certified code. The cer- 
tification code is a very small data added as an inten- 
tional error to the digital video information DP added with 
an error correction code. Accordingly, the certification 
code disappears based on an error correction by the re- 
producing apparatus 50 after the certification code has 
been detected by the reproducing apparatus 50. 
[0084] The digital video information DP added with a 
certification code by the certification code adding device 

25 is in put to the recording device 26. When the control- 
ler 20 has permitted the recording, the recording device 

26 records the digital video information DP onto the re- 
cordable DVD 1 . On the other hand, when the controller 
20 has prohibited the recording, the recording device 26 
does not record the digital video information DP onto the 
DVD 1 . The operation of the recording device 26 is con- 
trolled by a record control signal WCS output from the 



controller 20. 

[0085] On the other hand, when the digital output ter- 
minal of the satellite broadcasting receiver 301 or the 
digital output terminal of the reproducing apparatus 50 

5 is connected to the digital input terminal 11 of the re- 
cording apparatus 10, the digital video information DP 
output from the satellite broadcasting receiver 301 or the 
reproducing apparatus 50 is input to the recording ap- 
paratus 10 from the digital input terminal 11. As ex- 

io plained above, when it has been confirmed that the ex- 
ternal apparatus connected to the digital output terminal 
of the satellite broadcasting receiver 301 is the record- 
ing apparatus 10 of the recording/reproducing system 
100, the satellite broadcasting receiver 301 outputs the 

75 One Copy digital video information DP. As described lat- 
er, the reproducing apparatus 50 outputs only the Copy 
Free digital video information DP when the external ap- 
paratus connected to the digital output terminal is other 
than the authorized apparatus (for example, other than 

20 the monitoring apparatus). However, when the non- 
compliant reproducing apparatus or others are connect- 
ed to the digital input terminal 11 of the recording appa- 
ratus 10, it is not possible to predict what kind of status 
of digital video information DP is to be input. 

25 [0086] When the digital video information DP is input 
to the recording apparatus 10 from the digital input ter- 
minal 1 1 , this digital video information DP is input to the 
switch 15 and the CGMS-D detector 16 respectively. 
The digital video information DP input to the switch 15 

^o is input to the watermark detector 1 8 and the format con- 
verter 21 respectively through the switch 15. 
[0087] In this case, as described above, the water- 
mark detector 18 detects a watermark from the digital 
video information DP, and outputs the watermark infor- 
ms mat ion CPU cor res ponding to this watermark to the con- 
troller 20. The CGMS-D detector 16 detects CGMS-D 
from the digital video information DP input through the 
digital inputterminal 11, and outputs CGMS information 
CPI3 corresponding to this CGMS-D to the controller 20. 

40 [0088] The digital information DP input to the format 
converter 21 is supplied to the recording device 26 
through the scramble processor 23, the error correction 
code adding device 24 and the certification code adding 
device 25 : as explained above, and this digital inforrna- 

45 tion DP is recorded onto the DVD1 by the recording de- 
vice 26 when the recording has been permitted by the 
controller 20. 

[0089] Further, the controller 20 is equipped with a 
CPU., memories, etc. and carries out an overall control 
so of the recording apparatus 10, switch controls of the 
switches 15, 23 and a record restriction control as 
shown in FIG. 7. 

[0090] Referring to FIG. 8, a record restriction control 
carried out by the controller 20 when the analog video 
55 information AP has been input to the recording appara- 
tus 10 will be explained. 

[0091] When the analog video information AP has 
been input to the recording apparatus 10 : the controller 
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20 changes over the switch 15 to permit the input of the 
analog video information AP. The analog video informa- 
tion AP input to the recording apparatus 10 is converted 
into digital information by the analog-digital converter 1 3 
and is input to the copy protection code detector 19, as 
described above, and at the same time, this analog vid- 
eo information AP is converted into the digital video in- 
formation DP by the analog-digital converter 1 3 and the 
MPEG encoder 14, and is input to the watermark detec- 
tor 18 and the format converter 21 through the switch 
15. In this case, the controller 20 executes the record 
restrict bn control shown in FIG. 7. For the sake of con- 
venience of explanation, the analog video information 
AP and the digital video information DPobtained by con- 
version based on this analog video information AP will 
hereinafter be collectively referred to as "video informa- 
tion'. 

[0092] In FIG. 7, the controller 20 determines whether 
the watermark included in the video information input to 
the recording apparatus 10 represents Never Copy One 
Copy or Copy Free, based on the watermark information 
CPU output from the watermark detector 18 (step 1). 
Further, the controller 20 determines whether the copy 
protection code included in the video information input 
to the recording apparatus 1 0 represents No More Copy 
or One Copy, based on the copy protection information 
CPI2 output from the copy protection code detector 19 
(step 2). Further, the controller 20 determines whether 
the CGMS included in the video information input to the 
recording apparatus 10 represents Never Copy, One 
Copy or Copy Free, based on the CGMS information 
CPI4 output from the CGMS-A detector 17 (step 3). 
[0093] Next, the controller 20 determines whether the 
recording onto the DVD1 of the video information input 
to the recording apparatus 10 is to be permitted or pro- 
hibited, based on results of the determinations in steps 
1 to 3 (step 4). 

[0094] When the determination has been made that 
the recording of he video information onto the DVD1 is 
permitted (step 4 = YES), the controller 20 outputs to 
the recording device 26 a record control signal WCS for 
showing the permission of the recording (step 5). Fur- 
ther, the controller 20 determines whether it is neces- 
sary or not to scramble the video information (more pre- 
cisely: the digital video data written in the data area of 
each sector structuring the digital video information DP), 
based on the determinations in steps 1 to 3 (step 7). 
When the determination has been made that it is nec- 
essary to scramble the video information (step 7 = YES), 
the controller 20 outputs the switch control signal SCS2 
to the switch 23 : and changes over the switch 23 so that 
video information scrambled by the scramble processor 
22 is output to the recording device 26 (step 8). Thus, 
the scrambled video information is recorded onto the 
DVD1 by the recording device 26. 
[0095] On the other hand, when the determination has 
been made that it is not necessary to scramble the video 
information (step 7 = NO), the controller 20 outputs the 



switch control signal SCS2 to the switch 23, and chang- 
es over the switch 23 so that non-scrambled video in- 
formation is output to the recording device 26 (step 9). 
Thus, the non-scrambled video information is recorded 

5 onto the DVD1 by the recording device 26. 

[0096] When the determination has been made in 
step 4 that the recording onto the DVD1 of the video 
information input to the recording apparatus 10 is pro- 
hibited (step 4 = NO), the controller 20 outputs to the 

io recording device 26 the record restriction signal WCS 
for showing the prohibition of the recording (step 6). 
Thus, this video information is not recorded onto the 
DVD1. 

[0097] Referring next to FIG. 8, the statuses of the wa- 
*s termark, the copy p rotection code and the CG MS includ- 
ed in the video information (analog video information 
AP) input to the recording apparatus 10 and the controls 
executed to these statuses by the controller 20 will be 
explained. 

20 [0098] FIG. 8 isacontrol management table for show- 
ing a relationship between the statuses of the water- 
mark, the copy protection code and the CGMS and the 
controls executed to these statuses by the controller 20. 
This control management table is recorded in advance 

25 in the memory of the controller 20, and the controller 20 
carries out the record restriction control by using the 
control management table. 

[0099] As shown in the first row of the control man- 
agement table, when the watermark represents Never 

30 Copy, the controller 20 recognizes that the video infor- 
mation input to the recording apparatus 10 is Never 
Copy. In this case, the controller 20 outputs to the re- 
cording device 26 the record control signal WCS for pro- 
hibiting the recording. Asa result, the Never Copy video 

35 information is not recorded onto the DVD1 . Thus s it is 
possible to prevent the Never Copy video information 
from being copied. 

[01 00] Further, as shown in the second row of the con- 
trol management table, when the watermark represents 

40 One Copy and the copy protection code represents No 
More Copy, the controller 20 recognizes that the video 
information input to the recording apparatus 10 is No 
More Copy. In this case, the controller 20 outputs to the 
recording device 26 the record control signal WCS for 

45 showing the prohibition of the recording. Thus : the No 
More Copy video information is not recorded onto the 
DVD1 . Therefore, according to the recording apparatus 
10 of the present embodiment, it is possible to prevent 
the No More Copy video information from being copied. 

so [0101] The recording of the video information of a 
moving picture or the like transmitted from the satellite 
broadcasting system 200 as shown in FIG. 1 , for exam- 
ple, is permitted only once. For this purpose, the video 
information of a picture or the like transmitted from the 

55 satellite broadcasting system is embedded with the wa- 
termark for representing One Copy the copy protection 
code for representing One Copy and the CGMS for rep- 
resenting One Copy respectively. When this video infor- 
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mation is recorded onto the DVD 1 by the recording ap- 
paratus 10, the recording apparatus 10 changes the 
CGMS included in the video information from One Copy 
to Never Copy. Further, when the reproducing appara- 
tus 50 reproduces the video information recorded on this 
DVD1, the copy protection information included in this 
video information is changed from One Copy to No More 
Copy. Accordingly, at the stage where the video infor- 
mation has been reproduced by the reproducing appa- 
ratus 50, the video information includes the watermark 
for representing One Copy, the copy protection code for 
representing No More Copy and the CGMS for repre- 
senting Never Copy. Therefore, the controller 20 recog- 
nizes that when at least the watermark represents One 
Copy and the copy protection code represents No More 
Copy, this video information is No More Copy, and thus 
prohibits the recording of this video information onto the 
DVD 1 as described above. 

[0102] Further as shown in the fourth row of the con- 
trol management table, when the watermark, the copy 
protection code and the CGMS all represent One Copy 
the controller 20 recognizes that the video information 
input to the recording apparatus 10 is One Copy. In this 
case, the controller 20 outputs to the recording device 
26 the record control signal WCS for showing the per- 
mission of the copying ; and at the same time., changes 
over the switch 23 so that video information scrambled 
by the scramble processor 22 is output to the recording 
device 26. Thus, the One Copy video information is re- 
corded onto the DVD 1 in a scrambled state. According- 
ly, the audience cannot actually reproduce the video in- 
formation recorded on the DVD1 even if he or she at- 
tempts to reproduce the video information by non-com- 
pliant reproducing apparatus other than the reproducing 
apparatus 50. This is because none of the non-compli- 
ant reproducing apparatus except the reproducing ap- 
paratus 50 can remove the scramble. As a result, it is 
possible to prevent the One Copy video information from 
being copied further by a non-compliant reproducing ap- 
paratus after this video information has been recorded 
onto the DVD 1. In this case, the non-compliant repro- 
ducing apparatus refers to other reproducing apparatus 
which is not based on a predetermined rule on the copy 
protection that prescribes the watermark included in the 
digital video information DP or analog video information 
AR the copy protection code and the CMSG together 
with their respective dispositions, the decision method, 
the scramble processing method and the scramble re- 
moving method : and the tike. The reproducing appara- 
tus 50 is a compliant reproducing apparatus. 
[0103] Further, as shown in the eighth row of the con- 
trol management table, when the watermark and the 
CGMS represent Copy Free respectively: the controller 
2D recognizes that the video information input to the re- 
cording apparatus 1 0 is Copy Free. In this case : the con- 
troller 20 outputs to the recording device 26 the record 
control signal WCS for showing the permission of the 
recording, and at the same time : changes over the 



switch 23 so that non-scrambled video information is 
output to the recording device 26. As a result the Copy 
Free video information is recorded onto the DVD1 in 
non-scrambled state. 

5 [01 04] Further, as shown in the third row, the fifth row, 
the sixth row or the seventh row of the control manage- 
ment table respectively when there is a contradiction 
among the watermark, the copy protection code and the 
CMGS, the controller 20 recognizes that there has been 

10 input to the recording apparatus 10 video information 
that may have been altered illegally. In this case, the 
controller 20 outputs to the recording device 26 the 
record control signal WCS for showing the prohibition of 
the recording. As a result, the video information with the 

is potential of the information having been altered illegally 
is not recorded onto the DVD1 . Therefore : according to 
the recording apparatus 10 of the present embodiment, 
it is possible to prevent the video information having the 
potential of illegal alteration from being copied. 

20 

IV Reproducing apparatus 

[0105] Referring to FIG. 9, the reproducing apparatus 
50 of the recording/reproducing system 100 will be ex- 
25 plained. 

[0106] As shown in FIG. 9 : the reproducing apparatus 
50 is equipped with a reproducing device 51, a certifi- 
cation code detector 52, an error correction device 53, 
a CGMS-D detector 54, a scramble removing device 55, 
oo a controller 56, a switch 57, a digital output controller 
58 : a digital output terminal 59, a format converter 60, 
a watermark detector 61 , an MPEG decoder 62, a copy 
protection code rewriting device 63, a digital-analog 
converter 64 and an analog output terminal 65. 
3S [01 07] When the controller 56 has permitted the read- 
ing, the reproducing device 51 reads out the digital video 
information DP recorded on a DVD : and outputs this dig- 
ital video information DP to the certification code detec- 
tor 52. On the other hand, when the controller 56 pro- 
40 hibits the reading, the reproducing device 51 does not 
read out the digital video information DP. The operation 
of the reproducing device 51 is controlled by a reading 
control signal RCS output from the controller 56. 
[0108] The certification code detector 52 detects 
45 whether or not a certification code exists in the digital 
video information DP read out by the reproducing device 
51. When the existence of the certification code has 
been detected, the certification code detector 52 reads 
out the certification code from within the digital video in- 
so formation DR and outputs certification information CM! 
corresponding to this certification code to the controller 
56. On the other hand : when the existence of the certi- 
fication code has not been detected, the certification 
code detector 52 outputs to the controller 56 the infor- 
ms mation for showing that the certification code has not 
been detected. As described above, when the scramble 
removal information is included in the certification code, 
the certification code detector 52 outputs the scramble 



25 



30 



35 



40 



45 



SO 



14 



27 



EP0 969 462 A1 



28 



removal information to the scramble removing device 
55. 

[0109] The digital video information DP output from 
the certification code detector 52 is error corrected by 
the error correction device 53, and is then input to the 
CGMS-D detector 54. The CGMS-D detector 54 detects 
CGMS-D from the digital video information DP, and out- 
puts CGMS information CPI3 corresponding to this 
CGMS-D to the controller 56. 

[0110] The digital video information DP output from 
the CGMS-D detector 54 is output to the scramble re- 
moving device 55 and the switch 57 respectively. The 
scramble removing device 55 detects whether the digital 
video data included in the digital video information DP 
has been scrambled or not. When the digital video data 
has been scrambled; the scramble removing device 55 
outputs detection information DCI for showing that 
scramble has been applied, to the controller 56 and the 
switch 57. At the same time, the scramble removing de- 
vice 55 removes this scramble and outputs to the switch 

57 the digital video information DP from which the 
scramble has been removed. As explained above, when 
the scramble removal information is included in the cer- 
tification code, the scramble removing device 55 re- 
moves the scramble by using the scramble removal in- 
formation output from the certification code detector 52. 
On the other hand, when the digital video information 
DP is not scrambled, the scramble removing device 55 
outputs the detection information DCI for showing that 
the scramble has not been applied, to the controller 56 
and the switch 57. 

[0111] The switch 57 is a switch for changing over be- 
tween the digital video information DP directly output 
from the CGMS-D detector 54 and the digital video in- 
formation DP output from the CGMS-D detector 54 
through the scramble removing device 55. The switch 
control of the switch 57 is carried out based on the de- 
tection information DCI output from the scramble remov- 
ing device 55 and the like. Thus : when the digital video 
information DP has not been scrambled, the digital vid- 
eo information DP output from the CGMS-D detector 54 
is output as it is to the digital output controller 58 through 
the switch 57. On the other hand : when the digital video 
information DP has been scrambled, the digital video 
information DP from which the scramble has been re- 
moved by the scramble removing device 55 is output to 
the digital output controller 58 through the switch 57. 
[0112] The digital output controller 58 is for carrying 
out the digital output control of the reproducing appara- 
tus 50. The output section of the digital output controller 

58 is connected to the digital output terminal 59 : and the 
digital output terminal 59 may be connected to an exter- 
nal apparatus (not shown) through a digital bus (not 
shown). The digital output controller 58 carries out bi- 
directional communications through the external appa- 
ratus and the digital bus., obtains type information DVI 
for showing the type of the external apparatus and out- 
puts this type information DVI to the controller 56. This 



type information DVI is used for reproduction restriction 
control described later and executed by the controller 
56. In the reproduction restriction control, the controller 
56 outputs to the digital output controller 58 an output 
5 control signal OCS tor permitting or prohibiting the dig- 
ital video information DP to the external apparatus. 
When the controller 56 has permitted the output, the dig- 
ital output controller 58 outputs from the reproducing ap- 
paratus 50 to the external apparatus the digital video 
information DP output through the switch 57 in the digital 
state as it is. On the other hand, when the controller 56 
has prohibited the output, the digital output controller 58 
does not output the digital video information DP to the 
external apparatus. 

[0113] The digital video information DP output from 
the switch 57 is output to the format converter 60 as well 
as to the digital output controller 58. The format convert- 
er 60 converts the data format of the digital video infor- 
mation DP intoa data format for an analog output. When 
the information read out from the DVD by the reproduc- 
ing apparatus 51 is information for reproducing a moving 
picture, for example, sound information and others as 
well as the digital video information DP are included in 
the read-out information. In this case, the format con- 
verter 60 separates the digital video information DP from 
the sound information and others. Then, the sound in- 
formation is output to sound processing circuit not 
shown. 

[0114] The digital sound information DP with the con- 
verted data format is input to the watermark detector 61 . 
The watermark detector 61 detects the watermark in- 
cluded in the digital video information DP, and outputs 
the watermark information CPU corresponding to this 
watermark to the controller 56. 

[01 1 5] The digital video information DP is decoded by 
a decoding system based on MPEG2 in the MPEG de- 
coder 62 : and a decoded result is input to the copy pro- 
tection code rewriting device 63. When a change control 
signal CCS is output to the copy protection code rewrit- 
ing device 63 from the controller 56 : the copy protection 
code rewriting device 63 changes or rewrites the copy 
protection code included in the digital video information 
DP from One Copy to Never Copy. When the copy pro- 
tection code included in the digital video information DP 
is necessary for the reproduction restriction control to 
be executed by the controller 56, the copy protection 
code rewriting device 63 detects a copy protection code 
before the rewriting, from the MPEG2-combined digital 
video information DP : and outputs the copy protection 
information CPI2 corresponding to this copy protection 
code to the controller 56. 

[0116] The digital video information DP output from 
the copy protection code rewriting device 63 is convert- 
ed from digital to analog information by the digital-ana- 
log converter 64, and a result is output to the outside 
from the analog output terminal 65 as the analog video 
information AP With this arrangement, when a monitor- 
ing apparatus is connected to the analog output terminal 
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65, for example, a picture or a video image is displayed 
in the monitoring apparatus. 

[0117] Further, the controller 56 is equipped with a 
CPU, memories, etc.. and carries out an overall control 
of the reproducing apparatus 50 and a reproduction re- 
striction control as shown in FIG. 10. 
[0118] Referring to FIG. 10, the reproduction restric- 
tion control to be carried out by the controller 56 will be 
explained below. 

[0119] Firstly the controller 56 outputs to the repro- 
ducing device 51 a reading control signal RCS for per- 
mitting the reading. Then, the reproducing device 51 
starts the reading of the digital video information DP 
from a DVD. The controller 56 then executes the repro- 
duction restriction control shown in FIG. 10. 
[0120] In FIG. 10 : the controller 56 determines wheth- 
er the digital video information DP read out by the re- 
producing device 51 represents Never Copy, One Copy 
or Copy Free, based on the watermark information CP1 1 
output from the watermark detector 61 (step 11). Fur- 
ther, the controller 56 determines whether the digital vid- 
eo information DP read out by the reproducing device 
51 represents Never Copy, One Copy or Copy Free, 
based on the CGMS information CPI3 output from the 
CGMS-D detector 54 (step 12). Further, the controller 
56 determines whether the digital video data included 
in the digital video information DP read out by the repro- 
ducing device 51 has been scrambled or not, based on 
the detection signal DCI output from the scramble re- 
moving device 55 (step 13). Further, the controller 56 
determines whether a certification code has been added 
to the digital video information DP read out by the repro- 
ducing device 51 , based on the certification information 
CMI output from the certification code detector 52 (step 
14). 

[0121] Next, the controller 56 determines whether the 
reading of the digital video information DP by the repro- 
ducing device 51 is permitted or prohibited, based on a 
result of the determines in steps 11 to 14 (step 15). 
[0122] When the determination has been made that 
the reading of the digital video information DP by the 
reproducing device 51 is permitted (step 15 = YES), the 
controller 56 outputs to the reproducing device 51 the 
reading control signal RCS for showing the permission 
of the reading (step 16). Thus, the reproducing device 
51 continues the reading of the digital control informa- 
tion DP Further, the controller 56 determines whether it 
is necessary or not to change from One Copy to No More 
Copy the copy protection signal included in the digital 
video information DP read out by the reproducing device 
51 , based on results of the determines in steps 11 to 14 
(step 18). When the determine has been made that it is 
necessary to change the copy protection code (step 18 
= YES), the controller 56 outputs to the copy protection 
code rewriting device 63 the change control signal CCS 
for instructing the change (or rewriting) of the copy pro- 
tection code (step 19). As a result, the copy protection 
code rewriting device 63 changes from One Copy to No 



More Copy the copy protection code included in the dig- 
ital video information DP read out from the reproducing 
device 51. Then, the digital video information DP with 
the changed copy protection code is converted into the 

5 analog video information AP by the digital-analog con- 
verter 64, and this analog video information AP is output 
to the outside from the analog output terminal 65. As 
explained above, when the digital video information DP 
read out from the reproducing device 51 has been 

w scrambled, the scramble is removed by the scramble 
removing device 55. 

[0123] On the other hand, in step 18, when the deter- 
mination has been made that it is not necessary to 
change the copy protection code (step 1 8 = NO) : the 

is controller 56 does not output the change control signal 
CCS for instructing the changing of the copy protection 
code. Thus, the copy protection code rewriting device 
63 does not change the copy protection code included 
in the digital video information DP read out from the re- 

20 producing device 51 . Then : this digital video information 
DP is converted into the analog video information AP by 
the digital-analog converter 64, and this analog video 
information AP is output to the outside as analog infor- 
mation from the analog output terminal 65. 

25 [0124] Further, the controller 56 determines whether 
or not the type of the external apparatus connected to 
the digital output terminal 59 through the digital bus co- 
incides with the type ot an authorized apparatus regis- 
tered in advance in the memory of the controller 56, 

30 based on the type information DVI output from the digital 
output controller 58 (step 20). 

[0125] In the reproducing apparatus 50, there has 
been registered in advance in the memory of the con- 
troller 56 type information of authorized apparatuses 

35 that can receive the digital video information DP output 
from the reproducing apparatus 50 and that are not 
equipped with a function of recording this digital video 
information DP onto a recording medium. For example, 
as an authorized apparatus, a digital monitoring appa- 

40 ratus is registered in the memory of the controller 56. 
[0126] Then, as a result of the determination in step 
20, when the external apparatus connected to the digital 
output terminal 59 through the digital bus coincide with 
any one of the authorized apparatuses registered in ad- 

45 vance in the memory of the controller 56 (step 20 = 
YES), the controller 56 outputs to the digital output con- 
troller 58 the output control signal OCS for showing the 
permission of digital output of the digital video informa- 
tion DP (step 21). Thus, the digital output controller 58 

so outputs the digital video information DP from the digital 
output terminal 59 to the external apparatus. In this 
case, the digital video information DP read out by the 
reproducing device 51 is not only output as analog in- 
formation from the analog output terminal 65, but is also 

55 output as digital information from the digital output ter- 
minal 59. 

[0127] On the other hand, as a result of the determi- 
nation in step 20, when the external apparatus connect - 
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ed to the digital output terminal 59 through the digital 
bus do not coincide with the any one ol the authorized 
apparatuses registered in advance in the memory of the 
controller 56 (step 20 = NO)., the controller 56 outputs 
to the digital output controller 58 the output control sig- 
nal OCS tor showing the prohibition of digital output of 
the digital video information DP (step 22). Thus, the dig- 
ital video information DP read out by the reproducing 
device 51 is output as analog information but is not out- 
put as digital information. 

[0128] Further, in step 15, when the determination has 
been made that the reading of the digital video informa- 
tion DP by the reproducing device 51 is prohibited (step 
15 = NO), the controller 56 outputs to the reproducing 
device 51 the reading control signal RCS for showing 
the prohibition of the reading (step 17). Thus, the read- 
ing of the digital video information DP by the reproducing 
device 51 is stopped. Accordingly, the digital video in- 
formation DP is not output as either analog information 
or digital information.' 

[01 29] Referring next to FIGS. 1 1 A and 1 1 B, the sta- 
tuses of the watermark, the CGMS, etc. included in the 
digital video information DP read out by the reproducing 
device 51 and the controls executed to these statuses 
by the controller 56 will be explained. 
[01 30] A control management table for showing a re- 
lationship between the statuses of the watermark, 
CGMS, etc. and the controls executed to these statuses 
by the controller 56 is shown in FIGS. 11 A and 1 1 B. The 
table shown in FIG. 11 A is the left part of the control 
management table. The table shown in FIG. 11 B is the 
right part of the control management table. Each part of 
the table has 19 rows which are numbered. Between 
FIGS. 11Aand 11B, the rows with the same number cor- 
respond to each other. The control management table 
is stored in the memory ol the controller 56, and the con- 
troller 56 carries out the reproduction restriction control 
by using this control management table. 
[0131] As shown in the third row of the control man- 
agement table in FIGS. 11 A and 11B, when the water- 
mark represents Never Copy and the CGMS represents 
Never Copy, the controller 56 recognizes that the digital 
video information DP read out from a DVD is Never 
Copy. Further, as shown in the third row of the control 
management table, when the digital video information 
DP has not been scrambled and a certification code 
does not exist in the digital video information DP, the 
controller 56 recognizes that the digital video informa- 
tion DP read out from the DVD is information recorded 
in a read-only DVD. Further, as shown in the third row 
of the control management table s when the external ap- 
paratus connected to the digital output terminal 59 of the 
reproducing apparatus 50 do not coincide with any one 
of the authorized apparatuses, the controller 56 recog- 
nizes that there is a potential that the external apparatus 
has a function of recording the digital video information 
DP in the digital state. In this case, the controller 56 out- 
puts to the reproducing device 51 the reading control 



signal RSC for showing the permission of the reading, 
and at the same time ; outputs to the digital output con- 
troller 58 the output control signal OCS for showing the 
prohibition of digital output of the digital video informa- 
s tion DP. Thus, the Never Copy digital video information 
DP is converted into the analog video information AP 
and is output as analog information, but the Never Copy 
digital video information DP is not output as digital infor- 
mation. Accordingly, the audience can watch a picture 
io or a video image of the Never Copy digital video infor- 
mation DP in the analog monitoring apparatus connect- 
ed to the analog output terminal 65 of the reproducing 
apparatus 50, for example. However, the audience can- 
not copy the Never Copy digital video information DP by 
1S digital transmission by connecting a recording appara- 
tus to the digital output terminal 59 of the reproducing 
apparatus 50. As explained above, according to the re- 
producing apparatus 50 of the present embodiment, it 
is possible to prevent the Never Copy digital video in- 
formation DP from being copied by digital transmission. 
[01 32] On the other hand : as shown in the fourth row 
of the control management table, when the external ap- 
paratuses connected to the digital output terminal 59 ol 
the reproducing apparatus 50 coincide with any one of 
the authorized apparatuses, the controller 56 recogniz- 
es that the external apparatus is not equipped with a 
function of recording the digital video information DP as 
digital information. In this case : the controller 56 outputs 
to the digital output controller 58 the output control sig- 
nal OCS for showing the permission of digital output of 
the digital video information DP. Thus : the Never Copy 
digital video information DP is converted into the analog 
video information AP and is output as analog informa- 
tion, and at the same time, the information is output as 
digital information. Accordingly, when a digital display 
apparatus is connected to the digital output terminal 59 
of the reproducing apparatus 50, for example, the audi- 
ence can watch a picture or a video image of the Never 
Copy digital video information DP in this digital display 
apparatus. 

[0133] Further, as shown in the seventh row of the 
control management table, when the watermark repre- 
sents One Copy and the CGMS represents Never Copy 
the controller 56 recognizes that the digital video infor- 
mation DP read out from a DVD is No More Copy. Fur- 
ther, as shown in the seventh row of the control man- 
agement table, when the digital video information DP 
has been scrambled and a certification code exists with- 
in the digital video information DP, the controller 56 rec- 
ognizes that the digital video information DP read out 
from the DVD is information recorded by the recording 
apparatus 10. Further, as shown in the seventh row of 
the control management table, when the external appa- 
ratus connected to the digital output terminal 59 of the 
reproducing apparatus 50 do not coincide with any one 
of the authorized apparatuses, the controller 56 recog- 
nizes that there is a potential that the external apparatus 
has a function of recording the digital video information 



25 



30 



35 



40 



45 



so 



17 



33 



EP 0 969 462 A1 



34 



DP in the digital state. In this case, the controller 56 out- 
puts to the reproducing device 51 the reading control 
signal RSC for showing the permission of the reading, 
outputs to the digital output controller 58 the output con- 
trol signal OCS for showing the prohibition of digital out- 
put of the digital video information DP, and outputs the 
change control signal CCS to the copy protection code 
rewriting device 63. Thus, the copy protection code of 
the No More Copy digital video information DP is con- 
verted from One Copy to No More Copy and this infor- 
mation is converted into the analog video information 
APand is output as analog information. Accordingly, the 
audience cannot copy the No More Copy analog video 
information AP by connecting the recording apparatus 
10 to the analog output terminal 65 of the reproducing 
device 50. This is because the recording apparatus 10 
detects the copy protection code changed into No More 
Copy, and does not carry out the recording. As ex- 
plained above, according to the recording/reproducing 
system 1 00 of the present embodiment; it is possible to 
prevent the No More Copy digital video information DP 
from being copied by analog transmission. 
[0134] On the other hand, as shown in the eighth row 
of the control management table, when the external ap- 
paratus connected to the digital output terminal 59 of the 
reproducing apparatus 50 coincide with any one of the 
authorized apparatuses, the controller 56 recognizes 
that the external apparatus is not equipped with a func- 
tion of recording the digital video information DP as dig- 
ital information. In this case, the controller 56 outputs to 
the digital output controller 58 the output control signal 
OCS for showing the permission of digital output of the 
digital video information DP. Thus : the No More Copy 
digital video information DP is converted into the analog 
video information AP, and is output as analog informa- 
tion, and at the same time, the information is output as 
digital information. 

[0135] Further, as shown in the nineteenth row of the 
control management table, when the watermark and the 
CGMS represent Copy Free respectively, the controller 
56 recognizes that the digital video information DP read 
out from a DVD is Copy Free. Further, as shown in the 
nineteenth row of the control management table, when 
the digital video information DP has not been scram- 
bled: the controller 56 recognizes that the digital video 
information DP read out from the DVD is normal. In this 
case, the controller 56 outputs to the reproducing device 
51 the reading control signal RCS for showing the per- 
mission of the reading, and outputs to the digital output 
controller 58 the output control signal OCS for showing 
the permission of digital output of the digital video infor- 
mation DP. Thus, the Copy Free digital video information 
DP is converted into the analog video information AR 
and is output as analog information, and at the same 
time : the information is output as digital information. 
Therefore, according to the reproducing apparatus 50 
of the present embodiment, it is possible to output the 
Copy Free digital video information DP in two kinds of 



states of analog information and digital information. 
[0136] Further, as shown in the tenth row of the control 
management table, when the watermark represents 
One Copy and the CGMS represents Never Copy the 
s controller 56 recognizes that the digital video informa- 
tion DP read out from a DVD is No More Copy. However, 
as shown in the tenth row of the control management 
table : when the digital video information DP has not 
been scrambled, the controller 56 recognizes that this 
io digital video information DP is information recorded on 
the DVD by a non-compliant recording apparatus other 
than the recording apparatus 10. The non-compliant re- 
cording apparatus refers to other recording apparatus 
which is not based on a predetermined rule on the copy 
is protection that prescribes the watermark included in the 
digital video information DP or analog video information 
AP, the copy protection code and the CGMS together 
with their respective dispositions, the decision method, 
the scramble processing method and the scramble re- 
20 moving method, and the like. In this case : the controller 
56 outputs to the reproducing device 51 the reading con- 
trol signal RCS for prohibiting the reading. Thus, the dig- 
ital video information DP recorded by the non-compliant 
recording apparatus is neither reproduced nor output. 
25 Accordingly, a person who has copied the digital video 
information DP by the non-compliant recording appara- 
tus cannot reproduce this copied digital video informa- 
tion DP by the reproducing apparatus 50 : and can obtain 
no benefit from the copying. This person feels inconven- 
oo jence. As a result, it is possible to reduce unlimited cop- 
ying of the digital video information DP or analog video 
information AP carried out by the non -compliant record- 
ing apparatus or non-compliant reproducing apparatus. 
[0137] Further, as shown in the first row of the control 
05 management table, when the digital video information 
DP has been scrambled although the watermark repre- 
sents Never Copy; or as shown in the second row when 
a certification code exists in the digital video information 
DP although the watermark represents Never Copy; or 
40 as shown in the fifth row, when there is a contradiction 
between the watermark and the CGMS; or as shown in 
the ninth row, when a certification code does not exist 
in the digital video information DP although the digital 
video information DP has been scrambled; the controller 
45 5$ recognizes that the digital video information DP with 
a potential of the information having being altered ille- 
gally has been recorded on the DVD. In this case, the 
controller 56 outputs to the reproducing device 51 the 
reading control signal RCS for prohibiting the reading. 
50 Thus, it is possible to prevent the digital video informa- 
tion DP having the potential of illegal alteration from be- 
ing reproduced and output to the outside from the repro- 
ducing apparatus 50. 

[0138] In the fifteenth to sixteenth rows of the control 
55 management table, the watermark represents Copy 
Free and the CGMS represents Never Copy. In this 
case, the controller 56 carries out controls similar to 
those in the third to fourth rows of the control manage- 
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men! table. 

V. Copy restriction by Ihe recording/reproducing system 

[0139] According to the recording/reproducing sys- 
tem 100 of the present embodiment, it is possible to 
properly restrict the copying of the digital video informa- 
tion DP carried out by using the recording apparatus 10 
and the reproducing apparatus 50. 
[0140] As shown in FIG. 12 : it is possible to restrict 
properly the copying of the digital video information DP 
carried out, for example, in the following routes: (1 ) Take 
the digital video information DP transmitted from the sat- 
ellite broadcasting system 200 into the recording appa- 
ratus 1 0 through the satellite broadcasting receiver 301 ; 
(2) Record this digital video information DP orthe analog 
video information AP converted by the satellite broad- 
casting receiver 301 , onto the DVD 1 by the recording 
apparatus 10; (3) Reproduce by the reproducing appa- 
ratus 50 the digital video information DP recorded on 
the DVD1 ; and (4) Further record the digital video infor- 
mation DP or analog video information AP output from 
the reproducing apparatus 50, onto other DVD by an- 
other recording apparatus 10' connected to the repro- 
ducing apparatus 50. 

[0141] Particularly, when the No More Copy digital 
video information DP is converted into the analog video 
information AP and this analog information is output 
from the reproducing apparatus 50 to the recording ap- 
paratus 10' connected to the output terminal 65 of the 
reproducing apparatus 50, the copy protection code in- 
cluded in the No More Copy digital video information DP 
is changed from One Copy to No More Copy by the re- 
producing apparatus 50. Therefore : it is possible to pre- 
vent the No Mo re Copy digital video information DPtrom 
being copied by the recording apparatus 10'. 
[0142] Further according to the recording apparatus 
10 of the present embodiment; One Copy digital video 
information DP is recorded onto the DVD1 after the in- 
formation has been scrambled. Accordingly, it is possi- 
ble to prevent the digital video information DP, which has 
been changed from One Copy to No More Copy by the 
recording onto the DVD1 . from being reproduced by the 
non -compliant reproducing apparatus not equipped with 
the copy protection function. Therefore, it is possible to 
prevent the No More Copy digital video information DP 
from being copied by this non-compliant reproducing 
apparatus. 

[0143] When, for example, as shown in FIG. 12 : an 
attempt has been made by a person to (1 ) take the digital 
video information DP transmitted from the satellite 
broadcasting system 200 into the recording apparatus 
10 through the satellite broadcasting receiver 301 , (2) 
record this digital video information DP or the analog vid- 
eo information AP converted by the satellite broadcast- 
ing receiver 301 , onto the DVD1 by the recording appa- 
ratus 10. and (3) reproduce by a non-compliant repro- 
ducing apparatus 303 the digital video information DP 



recorded on the DVD1 : the non-compliant reproducing 
apparatus 303 cannot remove the scramble applied to 
the digital video information DP. Therefore, it is not pos- 
sible to reproduce this digital video information DP. 

5 [0144] Further, according to the reproducing appara- 
tus 50 of the present embodiment, the reproducing ap- 
paratus 50 is so structured that, when an attempt is 
made to reproduce No More Copy digital video informa- 
tion DP, the reproducing apparatus 50 recognizes that 

io this digital video information DP is not the information 
recorded by the recording apparatus 10 when this digital 
video information DP has not been scrambled or when 
a certification code is not added to this digital video in- 
formation DP. Thus : the reproducing apparatus 50 does 

is not reproduce thi6 digital video information DP. There- 
fore., there are the following effects. As a person who 
has copied the digital video information DP onto a DVD 
by the non -compliant recording apparatus cannot repro- 
duce the copied digital video information DP by the re- 

20 producing apparatus 50, he or she cannot obtain any 
benefit from the copying of this digital video information 
DP, and feels inconvenience. As a result it is possible 
to reduce unlimited copying of the digital video informa- 
tion DP or analog video information AP carried out by 

2S the non-compliant recording apparatus or non-compli- 
ant reproducing apparatus. 

[0145] When : for example, as shown in FIG. 12, an 
attempt has been made by a person to (1 ) take the digital 
video information DP transmitted from the satellite 

so broadcasting system 200 into a non -com pliant record- 
ing apparatus 302 through the satellite broadcasting re- 
ceiver 301 , (2) record this digital video information DP 
or the analog video information AP converted by the sat- 
ellite broadcasting receiver 301 , onto a DVD3 by the 

35 non -compliant recording apparatus 302, and (3) repro- 
duce by the reproducing apparatus 50 the digital video 
information DP recorded on the DVD 3, the reproducing 
apparatus 50 does not reproduce this digital video infor- 
mation DP. As a result, the audience cannot watch by 

40 the reproducing apparatus 50 a moving picture trans- 
mitted from the satellite broadcasting system 200 even 
though the audience has recorded this moving picture 
ontotheDVD3by using the non-compliant recording ap- 
paratus 302. 

4S [0146] Further, according to the recording apparatus 
1 0 and the reproducing apparatus 50 of the present em- 
bodiment, as the recording or reproduction of the digital 
video information DP is prohibited when there is a con- 
tradiction among the watermark, the copy protection 

so code s the CGMS, etc. included in the digital video infor- 
mation DP, it is possible to prevent the digital video in- 
formation DP having the potential of illegal alteration 
from being recorded, reproduced or copied. 
[01 47] Further, the satellite broadcasting receiver 301 

55 is so structured as to determine the status of the water- 
mark included in the digital video information DP re- 
ceived from the satellite broadcasting system 200 and 
the types of external apparatuses connected to the dig- 
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ital output terminal of the satellite broadcasting receiver 
301 , and control the digital output of the received digital 
video information DP based on results of these deter- 
minations. Therefore, as shown in FIG. 1 2, it is possible 
to prevent the One Copy digital video information DP 
from being output to the non-compliant recording appa- 
ratus in the digital state and being copied by the digital 
transmission of the digital video information DP. Al- 
though the copying of One Copy digital video informa- 
tion DP is permitted only once : when this One Copy dig- 
ital video information DP has been recorded by the non- 
compliant recording apparatus, there is considered a 
case where the copy protection of this digital video in- 
formation DP cannot be done properly thereafter. Ac- 
cordingly, the copying of One Copy digital video infor- 
mation DP by the non-compliant recording apparatus is 
prohibited. 

[0148] In the above-described record restriction con- 
trol of the recording apparatus 10 and the reproduction 
restrict ion control of the reproducing apparatus 50, de- 
termines may be made by replacing the watermark and 
the CGMS. 

[0149] Further, in the above-described embodiment, 
although determinations are made by using the three 
kinds of identification codes of the watermark, the copy 
protection code and the CGMS, the present invention is 
not limited to the above. Determinations may also be 
made by using two kinds of identification codes of the 
watermark and the copy protection code, for example. 
[0150] Further, in the above-described embodiment, 
although determinations are not made based on the 
copy protection code in the reproduction restriction con- 
trol of the reproducing apparatus 50, the present inven- 
tion is not limited to this. For example, it may also be 
arranged such that a copy protection code before being 
changed by the copy protection code rewriting device 
63 is read into the controller 56 and the controller 56 
determines whether the copy protection code repre- 
sents One Copy or not. 

[0151] Further, in the above-described embodiment 
description has been made of the case as an example 
where the scramble removing device 55 directly detects 
whether the digital video information DP has been 
scrambled or not : thereby to determine whether the dig- 
ital video information DP has been scrambled or not. 
However, the present invention is not limited to this, and 
it may also be arranged such that a determination is 
made whether or not scramble removal information is 
added to the certification information included in the dig- 
ital video information DP, thereby to recognize whether 
or not the digital video information DP has been scram- 
bled or not. 

[01 52] Further as the recording apparatus 1 0 and the 
reproducing apparatus 50 of the present embodiment 
are mutually independent apparatuses, it is possible to 
dispose the recording apparatus 1 0 and the reproducing 
apparatus 50 at quite different places. However, the 
present invention is not limited to this, and the recording 



apparatus 10 and the reproducing apparatus 50 may be 
provided within a single casing. Further, by making com- 
mon those parts of the recording apparatus 10 and the 
reproducing apparatus 50 where it is possible to do so, 
s the recording apparatus 10 and the reproducing appa- 
ratus 50 may be integrated together. 



Claims 

10 

1. A system (100) comprising a recording apparatus 
(10) for recording record information onto a record- 
ing medium (1) as digital data and a reproducing 
apparatus (50) for reading the record information 
is from the recording medium (1) and outputting the 
read record information in order to reproduce the 
record information recorded on the recording medi- 
um (1). 



20 the record information including: image infor- 

mation which represents an image or a picture; 
a first identification information which repre- 
sents anyone of never copy, one copy and copy 
free; and a second identification information 

25 which represents any one of at least the never 

copy and the one copy, 

the never copy indicating that copying of the 
record information is prohibited: the one copy 
indicating that the copying of the record infor- 
30 mation is permitted only once, the copy free in- 

dicating that the copying of the record informa- 
tion is permitted, 

the recording apparatus (10) comprising: 

an input device (11,12) lor inputting the record 

35 information; 

a first recording determination device (18) for 
determining whether the first identification in- 
formation included in the input record informa- 
tion indicates the never copy the one copy or 

40 the copy free; 

a second recording determination device (19) 
for determining whether the second identifica- 
tion information included in the input record in- 
formation indicates the never copy or the one 

45 copy; 

a recording control device (20) for determining 
on the basis of determinations of the first re- 
cording determination device (18) and the sec- 
ond recording determination device (1 9) wheth- 

so er recording the input record information onto 

the recording medium (1) is permitted or pro- 
hibited; 

a recording device (26) for recording the input 
record information onto the recording medium 
55 (1) in accordance with a determination of the 

recording control device; 
an encryption control device (20) for determin- 
ing on the basis of determinations of the first 
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recording determination device (18) and the 
second recording determination device (19) 
whether or not the input record information is 
to be encrypted; and 

an encryption device (22) for encrypting the in- 5 
put record information in accordance with a de- 
termination of the encrypt ion control device 
(20), 

the reproducing apparatus (50) comprising: 
a read device (51 ) for reading the record infor- 10 
mation from the recording medium (1); 
a first reproduction determination device (61) 
for determining whether the first identification 
information included in the read record informa- 
tion indicates the never copy, the one copy or is 
the copy free; 

a second reproduction determination device 
(55, 56) for determining whether or not the read 
record information is encrypted by the record- 
ing apparatus; 20 
an output control device (56) for determining on 
the basis of determinations of the first repro- 
duction determination device (61) and the sec- 
ond reproduction determination device (55, 56) 
whether outputting the read record information 25 
is permitted or prohibited; 
an output device (57, 58) for outputting the read 
record information in accordance with a deter- 
mination of the output control device (56); 
a decryption control device (56) for determining oo 
on the basis of a determination of the second 
reproduction determination device (55, 56) 
whether or not the read record information is to 
be decrypted; 

a decryption device (55) lor decryptin g the read 35 
record information in accordance with a deter- 
mination of the decryption control device; 
a changing control device (56) for determining 
on the basis of determinations of the first repro- 
duction determination device (61) and the sec- 40 
ond reproduction determination device (55, 56) 
whether or not the second identification infor- 
mation is to be changed such that the second 
identification information indicates the never 
copy; and 

a changing device (63) for changing the second 
identification information such that the second 
identification information indicates the never 
copy, in accordance with a determination of the 
changing control device. so 

The system (100) according to claim 1 . wherein: 

the output control device (56) determines that 
outputting the read record information is per- 55 
mitted, when the first reproduction determina- 
tion device (61 ) determines that the first identi- 
fication information indicates the one copy and 



the second reproduction determination device 
(55, 56) determines that the read record infor- 
mation is encrypted; 

the output control device (56) determines that 
outputting the read record information is per- 
mitted, when the first reproduction determina- 
tion device (61 ) determines that the first identi- 
fication information indicates the copy free; and 
the output control device (56) determines that 
outputting the read record information is pro- 
hibited, when the first reproduction determina- 
tion device (61 ) determines that the first identi- 
fication information indicates the one copy and 
the second reproduction determination device 
(55, 56) determines that the read record infor- 
mation is not encrypted : 

3. The system (1 00) according to claim 1 or 2, wherein 
the changing control device (56) determines that 
the second identification information is to be 
changed 6uch that the second identification infor- 
mation indicates the never copy when the first re- 
production determination device (61) determines 
that the first identification information indicates the 
one copy and the second reproduction determina- 
tion device (55, 56) determines that the read record 
information is encrypted. 

4. The system (100) according to any one of claims 1 
through 3, wherein: 

the output control device (56) determines that 
outputting the read record information is pro- 
hibited; when the first reproduction determina- 
tion device (61 ) determines that the first identi- 
fication information indicates the never copy 
and the second reproduction determination de- 
vice (55, 56) determines that the read record 
information is encrypted; 
the output control device (56) determines that 
outputting the read record information is pro- 
hibited, when the first reproduction determina- 
tion device (61 ) determines that the first identi- 
fication information indicates the one copy and 
the second reproduction determination device 
(55, 56) determines that the read record infor- 
mation is not encrypted; and 
the output control device (56) determines that 
outputting the read record information is pro- 
hibited, when the first reproduction determina- 
tion device (61 ) determines that the first identi- 
fication information indicates the copy free and 
the second reproduction determination device 
(55, 56) determines that the read record infor- 
mation is encrypted. 

5. The system (100) according to any one of claims 1 
through 4, wherein: 
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the recording control device (20) determines 
that recording the input record information is 
prohibited: when the first recording determina- 
tion device (18) determines that the first identi- 
fication information indicates the never copy; 5 
the recording control device (20) determines 
that recording the input record information is 
prohibited: when the first recording determina- 
tion device (18) determines that the first identi- 
fication information indicates the one copy and 10 
the second recording determination device ( 1 9) 
determines that the second identification infor- 
mation indicates the never copy; 
the recording control device (20) determines 
that recording the input record information is 
permitted, when the first recording determina- 
tion device (18) determines that the first identi- 
fication information indicates the one copy and 
the second recording determination device (19) 
determines that the second identification infor- so 
mation indicates the one copy; and 
the recording control device (20) determines 
that recording the input record information is 
permitted, when the first recording determina- 
tion device (18) determines that the first identi- 2S 
fication information indicates the copy free. 

The system (1 00) according to any one of claims 1 
through 5, wherein the encryption control device 
(20) determines that the read record information is so 
to be encrypted: when the first recording determi- 
nation device (18) determines that the first identifi- 
cation information indicates the one copy and the 
second recording determination device (19) deter- 
mines that the second identification information in- ss 
dicates the one copy. 

The system (100) according to any one of claims 1 
through 6 : wherein the reproducing apparatus (50) 
further comprises: 40 

a digital-analog converting device (64) lor con- 
verting the record information output by the out- 
put device (57, 58) into an analog signal; and 
an analog output device (65) for outputting the 4S 
analog signal. 

The system (100) according to claim 7, wherein the 
changing control device (56) determines whether or 
not the second identification information is to be so 
changed, only when the record information is to be 
output as the analog signal. 

The system (1 00) according to any one of claims 1 
through 8 : wherein: 55 

the output device (57, 58) outputs the read 
record information as a digital signal to an ex- 



ternal apparatus; 

the reproducing apparatus (50) further com- 
prises an external apparatus determination de- 
vice (56 : 58) for determining whether or not the 
external apparatus is authorized; 
the output control device (56) determines that 
outputting the read record information is pro- 
hibited: when the first reproduction determina- 
tion device (61 ) determines that the first identi- 
fication information indicates never copy and 
the external apparatus determination device 
(56, 58) determines that the external apparatus 
is not authorized; and 

the output control device (56) determines that 
outputting the read record information is pro- 
hibited: when the first reproduction determina- 
tion device (61 ) determines that the first identi- 
fication information indicates one copy and the 
external apparatus determination device (56, 
58) determines that the external apparatus is 
not authorized. 

10. The system (100) according to any one of claims 1 
through 9, wherein: 

the record information further includes a third 
identification information which represents any 
one of the never copy, the one copy and the 
copy free; 

the recording apparatus (10) further comprises 
a third recording determination device (16 : 17) 
for determining whether the third identification 
information included in the input record infor- 
mation indicates the never copy, the one copy 
or the copy free; and 

the recording control device (20) determines on 
the basis of determinations of the first recording 
determination device (18), the second record- 
ing determination device (1 9) and the third re- 
cording determination device (16, 17) whether 
recording the input record information onto the 
recording medium ( 1 ) is permitted or prohibited. 

11. The system (100) according to claim 10, wherein: 

the reproducing apparatus (50) further com- 
prises a third reproduction determination de- 
vice (54) for determining whether the third iden- 
tification information included in the read record 
information indicates the never copy, the one 
copy or the copy free; and 
the output control device (56) determines on 
the basis of determinations of the first repro- 
duction determination device (61), the second 
reproduction determination device (55 s 56) and 
the third reproduction determination device 
(54) whether outputting the read record infor- 
mation is permitted or prohibited. 
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12. The system (100) according to any one of claims 1 
through 11 further comprising a receiving apparatus 
(301) for receiving the record information transmit- 
ted Irom an information generation source (200) 
and outputting the received record information to 
the recording apparatus (10), the receiving appara- 
tus (301) comprising: 

an information output device for outputting the 
received record information to the recording ap- 
paratus as a digital signal; 
an information determination device for deter- 
mining whether the first identification informa- 
tion included in the received record information 
indicates the never copy, the one copy or the 
copy free; 

a recording apparatus determination device for 
determining whether or not the recording appa- 
ratus is authorized; 

an information output control device (56) for de- 
termining on the basis of determinations the in- 
formation determination device and the record- 
ing apparatus determination device whether 
outputting the received record information is 
permitted or prohibited, 

wherein the information output control device 
(56) determines that outputting the received 
record information is permitted, when the infor- 
mation determination device determines that 
the first identification information indicates one 
copy and the recording apparatus determina- 
tion device determines that the recording appa- 
ratus is authorized. 

1 3. The system (1 00) according to any one of claims 1 
through 12, wherein: 

the first identification information is either one 
of a first value representing the never copy and 
a second value representing the one copy; 
the first recording determination device (18) de- 
termines that the first identification information 
indicates the copy free when neither the first 
value nor the second value is included in the 
input record information; and 
the first reproduction determination device (61) 
determines that the first identification informa- 
tion indicates the copy free when neither the 
first value nor the second value is included in 
the read record information. 

1 4. The system (1 00) according to any one of claims 1 
through 13, wherein: 

the second identification information is an iden- 
tification value representing the one copy; 
the second recording determination device (19) 
determines that the second identification indi- 



cates the never copy when the identification 
value is not included in the input record infor- 
mation. 

s 15. The system (100) according to any one of claims 1 
through 14, wherein the first identification informa- 
tion is a watermark to be embedded in the image or 
the picture. 

io 16. The system (100) according to any one of claims 1 
through 15, wherein the second identification infor- 
mation is an identification code to be embedded in 
a peripheral portion of the image or the picture. 

15 17. The system (100) according to claim 10, wherein 
the third identification information is CGMS (Copy 
Generation Management System) information. 

18. A system (100) comprising a recording apparatus 
20 (1 0) for recording record information onto a record- 
ing medium (1 ) as digital data and a reproducing 
apparatus (50) for reading the record information 
from the recording medium (1) and outputting the 
read record information in order to reproduce the 
25 record information recorded on the recording medi- 
um (1), 

the record information including: image infor- 
mation which represents an image or a picture; 
30 a first identification information which repre- 

sents any one of never copy one copy and copy 
free; and a second identification information 
which represents any one of at least the never 
copy and the one copy, 
35 the never copy indicating that copying ol the 

record information is prohibited, the one copy 
indicating that the copying of the record infor- 
mation is permitted only once 5 the copy free in- 
dicating that the copying of the record informa- 
40 tion is permitted, 

the recording apparatus (10) comprising: 

an input device (11.12) 1or inputting the record 

information; 

a first recording determination device (18) for 
45 determining whether the first identification in- 

formation included in the input record informa- 
tion indicates the never copy, the one copy or 
the copy Iree; 

a second recording determination device (19) 
so for determining whether the second identifica- 

tion information included in the input record in- 
formation indicates the never copy or the one 
copy; 

a recording control device (20) for determining 
55 on the basis of determinations ol the first re- 

cording determination device (18) and the sec- 
ond recording determination device (1 9) wheth- 
er recording the input record information onto 
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the recording medium (1) is permitted or pro- 
hibited; 

a recording device (26) for recording the input 
record information onto the recording medium 
(1) in accordance with a determination of the s 
recording control device; 
an encryption control device (20) for determin- 
ing on the basis determinations of the first re- 
cording determination device (18) and the sec- 
ond recording determination device (1 9) wheth- 10 
er or not the input record information is to be 
encrypted: 

an encryption device (22) for encrypting the in- 
put record information in accordance with a de- 
termination of the encryption control device *s 
(20); and 

a certification information adding device (25) 
for adding a certification information to the input 
record information, the certification information 
indicating that the input record information is re- 20 
corded by the recording apparatus (10) : 
the reproducing apparatus (50) comprising: 
a read device (51 ) for reading the record infor- 
mation from the recording medium (1 ); 
a first reproduction determination device (61) 25 
for determining whether the first identification 
information included in the read record informa- 
tion indicates the never copy, the one copy or 
the copy free; 

a second reproduction determination device 30 
(52) lor determining whether or not the certifi- 
cation information is included in the read record 
information; 

an output control device (56) for determin ing on 
the basis of determinations of the first repro- 35 
duction determination device (61) and the sec- 
ond reproduction determination device (52) 
whether outputting the read record information 
is permitted or prohibited; 

an output device (57, 58) for outputting the read 40 
record information in accordance with a deter- 
mination of the output control device (56): 
a decryption control device (55, 56) for deter- 
mining on the basis of a determination of the 
second reproduction determination device (52) 45 
whether or not the read record information is to 
be decrypted; 

a decryption device (55) lor decrypting the read 
record information in accordance with a deter- 
mination of the decryption control device (55, so 
56); 

a changing control device (56) for determining 
on the basis of determinations of the first repro- 
duction determination device (61) and the sec- 
ond reproduction determination device (52) 55 
whether or not the second identification infor- 
mation is to be changed such that the second 
identification information indicates the never 



copy; and 

a changing device (63) for changing the second 
identification information such that the second 
identification information indicates the never 
copy, in accordance with a determination of the 
changing control device (56). 

19. An apparatus (10) for recording record information 
onto a recording medium (1) as digital data, the 
record information including: image information 
which represents an image or a picture; a first iden- 
tification information which represents any one of 
never copy : one copy and copy free; and a second 
identification information which represents any one 
of at least the never copy and the one copy, 

the never copy indicating that copying of the 
record information is prohibited, the one copy 
indicating that the copying of the record infor- 
mation is permitted only once : the copy free in- 
dicating that the copying of the record informa- 
tion is permitted, 
the apparatus comprising: 
an input device (11 , 12) for inputting the record 
information; 

a first recording determination device (18) for 
determining whether the first identification in- 
formation included in the input record informa- 
tion indicates the never copy, the one copy or 
the copy tree; 

a second recording determination device (19) 
for determining whether the second identifica- 
tion information included in the input record in- 
formation indicates the never copy or the one 
copy; 

a recording control device (20) for determining 
on the basis of determinations ol the first re- 
cording determination device (18) and the sec- 
ond recording determination device (1 9) wheth- 
er recording the input record information onto 
the recording medium (1) is permitted or pro- 
hibited; 

a recording device for recording the input 
record information onto the recording medium 
(1) in accordance with a determination of the 
recording control device (20); 
an encryption control device (20) lor determin- 
ing on the basis determinations of the first re- 
cording determination device (18) and the sec- 
ond recording determination device (1 9) wheth- 
er or not the input record information is to be 
encrypted; 

an encryption device (22) for encrypting the in- 
put record information in accordance with a de- 
termination of the encryption control device 
(20); and 

a certification information adding device (25) 
for adding a certification information to the input 
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record information, the certification information 
indicating that the input record information is re- 
corded by the apparatus (10). 

20. An apparatus (50) for reading record information 
from the recording medium (1) on which the record 
information is recorded and outputting the read 
record information in order to reproduce the record 
information, Ihe record information including: image 
information which represents an image or a picture; 
a first identification information which represents 
any one of never copy, one copy and copy free; and 
a second identification information which repre- 
sents any one ot at least the never copy and the one 
copy, 

the never copy indicating that copying of the 
record information is prohibited, the one copy 
indicating that the copying of the record infor- 
mation is permitted only once, the copy free in- 
dicating that the copying of the record informa- 
tion is permitted, 
the apparatus comprising: 
a read device (51 ) for reading the record infor- 
mation from the recording medium (1 ); 
a first reproduction determination device (61) 
for determining whether the first identification 
information included in the read record informa- 
tion indicates the never copy, the one copy or 
the copy free; 

a second reproduction determination device 
(55 : 56) for determining whether or not the read 
record information is encrypted by the record- 
ing apparatus (10); 

an output control device (56) for determining on 
the basis of determinations of the first repro- 
duction determination device (61) and the sec- 
ond reproduction determination device (55, 56) 
whether outputting the read record information 
is permitted or prohibited; 
an output device (57, 58) for outputting the read 
record information in accordance with a deter- 
mination of the output control device (56); 
a decryption control device (56) for determining 
on the basis of a determination of the second 
reproduction determination device (55, 56) 
whether or not the read record information is to 
be decrypted; 

a decryption device (55) lor decrypting the read 
record information in accordance with a deter- 
mination of the decryption control device (56); 
a changing control device (56) for determining 
on the basis of determinations of the first repro- 
duction determination device (61) and the sec- 
ond reproduction determination device (55, 56) 
whether or not the second identification infor- 
mation is to be changed such that the second 
identification information indicates the never 



copy; and 

a changing device (63) for changing the second 
identification information such that the second 
identification information indicates the never 
5 copy, in accordance with a determination of the 

changing control device (56). 

21. The apparatus (50) according to claim 20 further 
comprising: 

w 

a digital-analog converting device (64) for con- 
verting the record information output by the out- 
put device into an analog signal; and 
an analog output device (65) for outputting the 
is analog signal. 

22. The apparatus (50) according to claim 21 , wherein 
the changing control device (56) determines wheth- 
er or not the second identification information is to 

20 be changed: only when the record information is to 
be output as the analog signal. 

23. The apparatus (50) according to any one of claims 
20 through 22, wherein: 

25 

the output device (57, 58) outputs the read 
record information as a digital signal to an ex- 
ternal apparatus; 

the apparatus (50) further comprises an exter- 
30 nal apparatus determination device for deter- 

mining whether or not the external apparatus is 
authorized; 

the output control device (56) determines that 
outputting the read record information is pro- 

35 hibited, when the first reproduction determina- 

tion device (61 ) determines that the first identi- 
fication information indicates never copy and 
the external apparatus determination device 
determines that the external apparatus is not 

40 authorized; and 

the output control device (56) determines that 
outputting the read record information is pro- 
hibited: when the first reproduction determina- 
tion device (61 ) determines that the first identi- 

45 fication information indicates one copy and ihe 

external apparatus determination device deter- 
mines that the external apparatus is not author- 
ized. 

so 24. An apparatus (50) for reading record information 
from the recording medium (1 ) on which the record 
information is recorded and outputting the read 
record information to reproduce the record informa- 
tion, the record information including: image infor- 
ms mation which represents an image or a picture; a 
first identification information which represents any 
one of never copy, one copy and copy free; and a 
second identification information which represents 
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any one of at least the never copy and the one copy 

the never copy indicating that copying of the 
record information is prohibited: the one copy 
indicating that the copying of the record infor- 5 
mation is permitted only once, the copy free in- 
dicating that the copying of the record informa- 
tion is permitted, the apparatus comprising: 
a read device (51 ) for reading the record infor- 
mation from the recording medium (1 ); io 
a first reproduction determination device (61) 
for determining whether the first identification 
information included in the read record informa- 
tion indicates the never copy, the one copy or 
the copy free; 1S 
a second reproduction determination device 
(52) tor determining whether or not the certifi- 
cation information is included in the read record 
information; 

an output control device (56) for determining on 20 
the basis of determinations of the first repro- 
duction determination device (61) and the sec- 
ond reproduction determination device (52) 
whether outputting the read record information 
is permitted or prohibited; 2S 
an output device (57, 58) for outputting the read 
record information in accordance with a deter- 
mination of the output control device (56); 
a decryption control device (55, 56) for deter- 
mining on the basis of a determination of the 30 
second reproduction determination device (52) 
whether or not the read record information is to 
be decrypted; 

a decryption device (55) for decrypting the read 
record information in accordance with a deter- 35 
mi nation of the decryption control device (55, 
56); 

a changing control device (56) for determining 
on the basis of determinations of the first repro- 
duction determination device (61 ) and the sec- 40 
ond reproduction determination device (52) 
whether or not the second identification infor- 
mation is to be changed such that the second 
identification information indicates the never 
copy; and 4S 
a changing device (63) for changing the second 
identification information such that the second 
identification information indicates the never 
copy, in accordance with a determination of the 
changing control device (56). so 
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